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Notice, read this manual prior to installation.

A

ENotice, in the event of disposal, hand it in at the designated place, do not place it in the waste

If the TSEC 3000 is powered from an AC / DC adapter, a SELV type
Power supply with double insulation construction should be used.

CE:] In case of a battery powered supply or an inadequately fused power supply, a 315 mA fuse
should be included in the power line.

((I)) Only use the antenna supplied, do not use an antenna with amplification.

Clean the product with a dry cloth, do not use a damp cloth.
Separate packaging: paper and cardboard with paper waste, others with residual waste.
Transport and storage: see technical specifications chapter 12 of the TSEC 3000 manual.

For returns and repairs, please contact Telesignal.

. ________________________________________________________________________________________________________________________________________________________________________________]
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1 General information

De TSEC 3000 is an IP - LTE-M/GPRS alarm transmitter equipped with multiple transmission
paths. The basic versions has a LAN-WAN ethernet port for open and closed networks. An
optional GSM module offers a backup or primary transmission using LTE-M or GPRS mobile
networks. Alarms are triggered over the standard analogue guarded inputs or the optional dial
capture port for SIA and Contact-ID PSTN alarm panels. The TSEC 3000 is available for 90-260
VAC power supplies (C versions) and for 12-28 VDC power supplies (E versions). The ESPA
version has an additional RS232 ESPA 4.4.4 port to connect directly to a fire panel. The ESPA
version is described in a separate manual.

1.1 Product indication

The TSEC 3000E (-GP) 12-28 VDC basic version with ethernet port is also available with the
factory installed GSM, ESPA and-or Dial capture modules:

TSEC3000E 12V-28 VDC Ethernet

-G GSM LTE-M/GPRS module

-P Dial capture module

-GP GSM LTE-M/GPRS & Dial capture module
..ESPA Above versions with additional RS232 ESPA

The TSEC 3000C (-GP) 90-260 VAC basic version with ethernet port is equipped with an
integrated AC power supply, temperature controlled battery charger and programmable 18W
AUX DC power output. The TSEC 3000 C is also available with the factory installed GSM, ESPA
and-or Dial capture modules:

TSEC3000C | 90-260 VAC Ethernet

-G GSM LTE-M/GPRS module

-P Dial capture module

-GP GSM LTE-M/GPRS & Dial capture module
..ESPA Above versions with additional RS232 ESPA

2 Power supply

The E Version is suitable for any SELV type DC power supply in a range of 12-28 VDC, f.i. an
alarm- or fire panel. The C version is suitable for an AC power supply in a range of 90-260 VAC
50/60Hz. The battery charger is configurable for 12V batteries in a range of 1.2Ah to 7Ah. The
integrated GSM module is powered by the TSEC 3000 internal supply. Please notice that most
LAN-WAN networks are not equipped with a backup power supply. The programmable 9-24VDC
18W AUX DC power output of the C version can be used to power a DSL modem and is battery
supplied by the TSEC 3000 at AC power failure.

3 IP Ethernet port

The ethernet port has autosensing for 100Mb and 10Mb speeds. The transmission to the
monitoring station is in UDP or TCP and support several alarm protocols like DC-09 and VdS
2465.

4 IP LTE-M/GPRS module

The GSM module supports both 2G and the new LTE-M. LTE-M is the m2m band of the 4G
network. The TSEC 3000 has a fallback option to switch from LTE-M to 2G when LTE-M is not
available. When fallback is activated and the TSEC 3000 is connected to the 2G network, there
is also a mechanism that checks at regular intervals if LTE-M is available. If so the TSEC 3000
will switch to the LTE-M network. All TSEC 3000 versions use a robust SMA female terminal and
are standard supplied with a 2G/LTE-M self-adhesive white antenna for indoor use. Additional
outdoor antennas and extension cables are available.
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5 Alarm format

The TSEC 3000 transmits the alarms in the standard DC-09 format. Transmission in both SIA
and Contact-ID are possible in the DC-09 format. DC-09 format is an open standard and is
commonly used in most monitoring stations. For German spoken countries the VdS 2465 in event
driven format is available in the TSEC 3000. The TSEC 3000 can encrypt both DC09 and VdS
2465 with AES 128, 192 and 256. For VdS 2465 the AES 128 is most used.

5.1 EN 50136-1 monitoring of transmission paths

In the EN 50136-1/2012, ten transmission classes are defined, six for single path (SP1 to SP6) and
four for dual path (DP1 to DP4) connections. The guarding of the transmission paths is done by
transmitting poll messages at regular intervals. Exception is the SP1 class where a regular test message
is used, the SP1 class is normally not used for transmission to a monitoring station.

SP1 (SP2 |SP3 |SP4 (SP5 |SP6 |DP1 |(DP2 |DP3 |DP4

Primary ATP reporting |32 25 30 3 90 |20 |25 30 3 90

time days | hours | Min. | Min. | Sec. |Sec. | hours | Min. |Min. |Sec.

Secondary ATP 50 25 25 5
L n.a. |na. |n.a. [na. [na. |na.

reporting time hours | hours | hours | hours

Secondary ATP

25 30 3 90

reporting time when n.a. |[n.a. n.a. |n.a. [n.a. |[n.a. . .
P & hours | Min. | Min. |Sec.

primary failed

The TSEC 3000 supports all classes, for the DP classes the secondary path switches to the primary
interval when primary fails. The times in the table above are the maximum limits. The standard settings
in the TSEC 3000 sends two poll messages within this limit but not faster than one third of the guarding
time. For instance DP1 primary is send every 10 hours and secondary every 20 hours. The DP classes
are only available in the TSEC 3000 with the optional GSM module. The alarm receiver at the monitoring
station guards the poll intervals. Normally separate IP addresses and port numbers are used for primary
and secondary connections.

6 Installation and terminals

The TSEC 3000 is installed between the alarm- or fire panel and the infrastructure. The connections
are limited to the power supply, the local LAN network, the GSM antenna and the PSTN connection
and/or the inputs of the alarm- or fire panel.

6.1 Installation

The TSEC 3000 is available in three types of enclosures. The E is available in a plastic and metal wall
mount enclosure. For EN54-21 applications we recommend the metal enclosure for easy installation of
the E30 wiring, for the ESPA option the metal wall mount enclosure is neccesary. The C version is only
available in a metal wall mount enclosure.

6.1.1 E version

Plastic enclosure:
Open the enclosure by removing the screw at the bottom and flip the lid open. In the bottom are four
slotted mounting holes. On the left, right and bottom side are three cable entries.
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Metal enclosure:

The bottom part of the metal enclosure for the E versions has four M6 mounting holes. Install the lid
by hooking it underneath on the bottom left side and tilt it down to the right. Keep an extra space of
40 mm on the left side to hook the lid. The lid is mounted with two M5 bolts, the top one has a seal
possibility.

o
3

/‘F

160

206

6.1.2 Cversion

The bottom part of the metal enclosure for the C versions has four M6 mounting holes. Install the lid
by hooking it underneath on the bottom left side and tilt it down to the right. Keep an extra space of
40 mm on the left side to hook the lid. The lid is mounted with two M6 bolts, the top one has a seal
possibility.
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6.2 Terminals power and communication
The terminals at this point are limited to:

o
3

Ethernet, a RJ-45 network cable is supplied with the TSEC 3000. Connect the cable to the ethernet

port of the TSEC 3000 and a free port on the customer LAN or WAN network. The TSEC 3000 support
10 and 100Mb autosensing.

Power supply 10-28 VDC version, the TSEC 3000 E versions can be powered directly from the alarm-
or fire panel. The DC supply range is 12 to 28VDC. The power consumption at standby is 40mA (70
mA for P/G versions) and for short periods 80 mA (150 mA for P/G versions) at 12VDC.

If powered through an external AC/DC adapter, use a SELV type with
double isolation class.

CE:] Make sure the external power supply or battery is fused with a 315 mA T fuse.

The screw terminal is suited for 0,2 ~2,5 mm2 wiring, maximum torque 0,4 Nm

GSM Antenna, connect the standard supplied self-adhesive antenna to the SMA terminal. Don't install

the antenna on a metal surface. Check the diagnostics screen in the ParamIt+ tool for optimal signal
reception.

((I)) Use only antennas supplied by Telesignal, don’t use external antenna amplifiers.
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Alarm inputs Relay
A1-A8 analogue D1 - D2 digital FTC VdS

‘A1 CAZ}AJCM‘ASCAS'A?CAS‘NCDZ\°$T|OI;T|

AUX output
9-24 VDC 18W Temperature
Batt. sensor batt.
F 315 mAT
) L —™~— NO normally open
‘ D y fL RS-232 ESPA —— nc normally closed
1o V| =
90-260VAC [7or JL Single R 10K Ohm
1 N 50/60Hz

Double R 8K2 / 15K : 8K2 Restore / 23K2 Alarm
Input activation

Fig: TSEC 3000 terminals

Power supply 90-260 VAC

The C versions are equipped with an integrated DRP-2 DC-DC converter which is powered by the
industrial AC-DC adapter. The L-N-Ground is connected to the terminal block with integrated 3,15
A T fuse. The battery connection and charger has a red (plus) and black (minus) lead with 4,8
mm terminals and a self-adhesive temperature sensor. Mount the sensor on the battery, use some
additional tape to attach the sensor firmer. The charger is programmable for batteries with
capacities from 0,8 to 17 Ah. The Aux output is programmable between 9 and 24 VDC with a
maximum of 18 watts and can be used to power an external device like a DSL modem. At AC
power failure the DRP-2 converter can boost the 12VDC battery output to the programmed AUX
output. Depending on the presence of a GSM backup the AUX power shuts down one hour after
AC failure to use maximum battery capacity for optimum GSM uptime.

The screw terminal is suited for 0,5 ~2,5 mm2 wiring, maximum torque 0,6 Nm

6.3 Terminal inputs

The TSEC 3000 mainboard of both the E and C versions are equipped with eight analogue (Al
to A8) and two digital inputs D1 and D2. Each analogue input is configurable for NO, NC, single
resistor or double resistor guarded. For easy installation of the double resistor guarded in EN54-
21 applications, Telesignal supplies a small PCB (R-Block) suitable for three inputs. Each digital
input is configurable for NO or NC. Per two inputs one common is available. All commons are
interconnected. See figure TSEC 3000 terminals.

The screw terminal is suited for 0,2 ~1,5 mm2 wiring, maximum torque 0,4 Nm
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6.4 Terminal outputs
The TSEC 3000 mainboard is equipped with a FTC (fail to communicate) and a failure relay output.

Default:
OUT1 = FTC
OUT2 = Failure

OUT1 is a NO contact. If an alarm event is not acknowledged after three attempts the FTC output
becomes active. At the first next acknowledgement the output resets.

OUT2 is a NC contact that opens if a local LAN, GSM, power or CPU failure occurs. The output closes
after all the failures are restored.

6.5 USB
The mini USB port is used for configuration, diagnostics and firmware upgrades.

6.6 Tamper switch

The E version enclosures are supplied with a tamper switch with leads that can be connected to either
the TSEC 3000 or an alarm panel. The C versions are equipped with an integrated monitored tamper
switch on the mainboard. Reporting and delay options are configurable.

6.7 Alarm panel dial capture (POTS)

The TSEC 3000 versions with an integrated dial capture port (P) can convert analogue PSTN SIA
and Contact-ID calls to DCO9 IP reporting. The dial capture port emulates the analogue phone
line, read and check the alarms from the panel, convert the alarms to DC09 and transmit the
alarm to the monitoring station. Connect the analogue PSTN dialler (tip-ring) from the alarm
panel to the RJ11 port of the TSEC 3000. The TSEC 3000 can use the phone number and account
number from the panel or the programmed account number in the TSEC 3000. In the second
situation no additional programming is required in the alarm panel.

6.8 Input expander card

With the input expander card 20 Jumper settinging
analogue guarded inputs are added Card 1 Expander card
to the TSEC 3000. A maximum of =lcard?

three cards can be installed
increasing the total inputs to 68. The
first expander card can be mounted :
inside the standard E and C version Alarm inputs analogue
metal enclosures. For use of two or
three expander cards the TSEC 3000
expander enclosure is available. The
card address is configured by jumper
setting. Each card is monitored by
the TSEC 3000 and reported if a failure occurs.

= Card 3

I2C BUS

C c c c c c C C [ c
A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A11A12 A13A14 A15A16 A17 A18 A19 A20

6.9 ESPA

With the ESPA expansion it is possible to send detailed reports from the fire panel to the
monitoring station. Normally only manual fire alarm or smoke detector fire alarms are available
over two relay outputs. Now every detector connected to the fire panel is reported separately.
The ESPA configuration in the TSEC 3000 allows flexible activation using the call address and
display message of the 4.4.4 protocol. See the TSEC 3000 ESPA V1.02 UK manual for detailed
information about ESPA installation and programming.
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7 LED indication
The TSEC 3000 is equipped with four status LED’s:

@ Green ON: power OK, TSEC 3000 is stand-by (operational)
FLASHING fast: TSEC 3000 reboots in progress
FLASHING slow: active tamper on input, expander card or power failure
@ Red ON: alarm transmission in progress
FLASHING slow: transmission failed, retry timer for transmission attempts active
FLASHING fast: 10 seconds: alarm acknowledged by monitoring site
Yellow C ON: dial capture port active
Yellow ! FLASHING short ON, long OFF: Ethernet failure

FLASHING long ON, short OFF: LTE-M/GPRS failure
ON: Ethernet and LTE-M/GPRS failure

8 Param-It+ configuration

All parameters for the TSEC 3000 are easily configured with the Param-It+ program tool. Param-It+
is the second generation of the universal windows USB program for configuration and diagnostics of
the Telesignal TSEC 2000 and TSEC 3000 series transmitters. ParamlIt+ is free available for download
on our website, the web-installer takes care of an easy installation and setup

PARANM
14
S

Paramlt+

Start Param-It+ by double clicking the icon:

The default login is Name: Userl Password: empty

Marne
Userl

Password

[ ] show password

Click OK or press the Enter key to go to the start screen:

TSEC 3000 V1.08 uk pag. 10



TELESIGNAL

File Edit Window Options Help

D@ A UE|S -
www.telesignal.com
TELESIGNAL®
L. File Device Status

8.1 Connecting the TSEC 3000

Connect the TSEC 3000 to a power supply and connect the USB cable to the TSEC 3000 or start a
remote session.

File Edit Window Options Help

(@R AL

= \g@\m

Enter the WAN IP address of the site, the default port is 64001 and click OK to start the session.

Ok
TSEC IP address: || Port: 64001
| | 6401 |

At the right side a dialog screen appears with the connection progress status:

Remote Progress n
RPP connecting to 10.0.0.21:64001 (TCFP)
Opening device
Connected

Found: TSEC3000C-GP

TSEC 3000 V1.08 uk pag. 11
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ParamlIt+ recognises the TSEC 3000 variant automatically and opens the corresponding program
sheet. A correct connection is indicated by a green mark on the left bottom of the screen. The TSEC
3000 variant and the firmware version are read form the TSEC 3000 and shown in the bar.

TELESIGNAL®

(&) TSEC3000C-GP_L.tsd *

TSEC3000C-GPf 00010123

If the USB driver wasn't installed at the installation of ParamlIt+ it will be installed at the first USB
connection to the TSEC 3000. ParamlIt+ is divided into several tabs and sub tabs, the best way to
configure the TSEC 3000 is by going from left to right through the tabs.

The first tab Summary contains some administrative information like device and premises info. The
device info shows detailed information about the connected TSEC 3000.

The IP address and port are stored in the parameter file (*.tsd) on the computer for an easy remote
access. Standard port 64001 is used for the remote access.

File Edit Window Options Help Device

; = Sl . =
udﬁ_‘d\l;i, ‘%-\"@m_wM‘ ‘
TSEC3000C-GP_1.tsd * (=N ACR ==
F st $ recene 0 it Shom sl Codes
Summary Modulesl Rapcmngl Enr:ryphon| Inputs Outputs‘ Diagnosa| Upgrade‘
Device info Premises info
Features: Install date: maandag 19 juli 2021 B+
Hame: TSECZ000C-CB
Customer: Telesignal Europe bv Name: Telesignal
Build date: May 17 2021 15:21:12
Config: 00010123 Address: Main street 20
Parameter: 9017
Product: 108 rev.:5 City: eenendaal
Desc: Standard unit
Descri ption:Ethernet /GRS overdrager ZIP code: 3905Kv | Phone number: |+31318522233
TSECZ000C-CF Zthernes/CPRS kiez
Board- 00000102 Reference: Dema TSEC 3000 Telesignal
Email: info@telesignal.com
TSEC IP address: 010.000.000.021| Port: (64001
Object ID: 12345678
Comments: Please contact the supervisor before opening
the box of the TSEC 3000.
Supervisor: extension 203
System setting
[[]Password required
Configure premises password System log level parameter
Required for local connection = .
oo Show password
Change password
< >
TELESIGNAL®
(@ TSEC3000C-GP_L.tsd * TSEC3000C-GP/ 00010123 Written: C:\ProgramData\Paramit +\dat\ParamReferences.log

8.2 Password TSEC 3000

If a password is set and activated in the TSEC 3000 a login screen will appear;

TSEC 3000 V1.08 uk
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Enter password:

[ ] show characters

If the password is unknown a factory default reset is only possible over a local USB connection.
A factory default reset will erase all configuration in the TSEC 3000.
The password can be activated separately for remote and USB (local).

Password required: password mandatory for remote login
Required for local connection: also mandatory for local USB loging

With the Change password button a new password can be entered. Make sure to read all relevant
parameters from the TSEC 3000 first before changing the password by clicking the Receive button on
the top left. Enter the new password twice and send it to the TSEC 3000 to become active using the
Send button on the top left.

System setting

Password reguired

Configure premises password
[ |Required for local connection

|| Show password

| Change password

8.3 Computer: Saving and reading a TSEC 3000 configuration
Saving a configuration, click on the floppy disk icon or on File > Save as....

[ Edit Window Options Help Device

Py

‘ ‘:@: - @ ‘ %E&mot&cnnnect

A new dialog screen appears. Change the filename and click on the Save button.

T . v Dezepc » Documenten » Paramlt+ » Parameters

Bestandsnaam: | SEC3000C-GP_Demo.tsd

Opslaan als: |Parameter files (*.ted)

Reading a configuration, click on the folder icon or on File > Open

. ______________________________________________________________________________________________________________________________|
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Edit Window Options  Help Device

@R A LU

The standard folder ....\documents\ParamlIt+\Parameters opens, select the desired file and click on
Open.

‘ Jﬁ; - <’ ‘ %E&mnt&cunnect

8.4 TSEC 3000: Reading a configuration

To read the configuration from the TSEC 3000 to the computer click on the Receive button on the top
left of the configuration sheet.

$ Remote connect ﬁ' Info Show Alarm Codes
Reporting | Encryption | Inputs | Outputs I Diagnose | Upgrade |

I Summary Motn

Device info

| Premises info

Press OK to confirm.

o Get parameters from device

OK | | Cancel

Confirmation of a successful read, press OK

o Pararneters succesfully received

8.5 Entering or altering a configuration
The best way to configure the TSEC 3000 is by programming the tabs from left to right.

8.6 Tab Modules

The module tab contains the hardware settings of the TSEC 3000. The availability of a hardware module
depends on the TSEC version. The ethernet module is always present, GSM module only in G versions,

POTS module only in P versions and Serial port only in ESPA or other special versions. A non-supported
module is greyed out.

. ______________________________________________________________________________________________________________________________|
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* send ¥ Receive Remote Connect 0‘ Info Show Alarm Codes
Summary | Modules Reporting | Encryption | Inputs | Outputs | Diagnose | Upgrade |

GSM module Ethernet module Serial port
[#]on  [/IData SARA =|on
™ ™ = MIOn ] Obtain 1P address via DHCP

Registration
ﬂ - - gl Ethernet i
APN: M2mC.simservices L

000.000.000.000

Username:

000.000.000.000
Password:

0oo. 000,000,000

Enable PIN code | Enable smart IP configuration

GSM connection setting
[]4G-LTE only
[14G-LTE connection fallback after 4 hour

POTS module NTP
[V on Panel reporting NTP server 1; |010.000.000.201
On Format: | SIA v
“rrm :
- NTP server 2; |193:067.073.202
Reporting through: | Use sequence from panel W
Up/Download
|:|Outgoing -
Incoming  part: 0
Connection: | Ethernet, TCP W
Panel: MNXB/NX8 v

GSM module (G versions)
The GSM module is integrated on the main board and is used for the wireless reporting.
on GSM module activated
\ Data activated for TCP and UDP reports
e APN: Access Point, check LTE-M/GPRS provider
e Username: Login name, check LTE-M/GPRS provider
e Password: Login password, check LTE-M/GPRS provider
PIN code 4 digits and enable box, enable only if a PIN code is activated on the SIM card.
Remark! If a LTE-M module is used the PIN code must be disabled.
GSM connection setting
4G-LTE only; the TSEC 3000 only connects to LTE-M, no fallback to 2G-GPRS.
4G-LTE connection fallback; if the TSEC 3000 is connected to the 2G-GPRS network it
checks every 24 hours if LTE-M is available, if the box is ticked the check is done every
4 hours. Once connected to LTE-M the TSEC 3000 this function is disabled.

Ethernet module

The ethernet module is always present on the main board. This LAN port is auto sensing 10-100Mb
and is used for wired reporting and remote configuration and diagnostics.

On \ Ethernet (LAN) module activated for TCP and UDP reports
\ Obtain IP address via DHCP:
» The TSEC 3000 uses DHCP to obtain IP settings.
\ Enable smart IP configuration:

» The TSEC 3000 tries to obtain the preferred IP settings in DHCP mode. If these
settings are not issued by the router it will use the through DHCP obtained IP
settings.

» Disable the DHCP box to enter manual IP settings.

NTP (time servers)

POTS module (P versions)

De POTS (Plain Old Telephone System) is an analogue telephone port, also known as dial capture port.
Connect the PSTN output (tip-ring) of a conventional alarm panel to the POTS port to convert analogue
SIA or Contact-ID messages to DC09 IP. The POTS ports emulates line voltage, dial and progress tones
and ringing signals.
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On N POTS module activated for alarm conversion and Up/Download
\ Panel reporting On
e Format alarm message format used in the alarm panel. Click the dropbox to select
SIA, Contact ID or Telim (German format).
e Rapporting through:

o Use sequence from panel: configure phone number 901 and the desired
account number into the analogue alarm panel. This account number is used
for transmissions to the monitoring centre. If the panel is divided into
partitions with separate account numbers, these account numbers are used.
Check with the monitoring centre if they can handle multiple account numbers
on one IP connection.

o Sequence x: the configured IP address(es) and account number(s) in the TSEC
(sheet Reporting) are used for the transmission. The phone- and account
number from the alarm panel are discarded, only the alarm events triggered
by the alarm panel are used. This setting allows a conversion to IP without
any modification or configuration in the alarm panel. This is convenient when
there is no access to the configuration of the alarm panel.

Up/Download
The settings and use of the Up/Download option are somewhat complex and depends on the type of
the alarm panel. Please contact your vendor for detailed information.

Serial port (ESPA option)
The optional serial port is used to read detailed alarm information from fire panels using the ESPA 4.4.4
format. The TSEC 3000 converts the detailed messages into DC09 SIA to report to the monitoring
station. The installation and configuration are described in detail in a separate document.

NTP (time servers)

For modern IP alarm reporting a synchronised time is necessary and mandatory for optimal DC09
reporting, verification of performance, automatic test reports and event logging.

The TSEC 3000 synchronises the internal clock to external time servers with standard NTP format UDP
port 123. Two IP addresses are available for external time servers. The TSEC 3000 will connect to the
NTP servers over LAN or GSM. If nho NTP servers are available the TSEC 3000 will try to synchronise the
time to the GSM network or to a compatible monitoring station. If the TSEC 3000 is used in a closed
network (VPN) the NTP server must be accessible within that network. The TSEC 3000 synchronises the
time at boot and again every hour. If the time of the TSEC 3000 and the receiver differs more than 5
minutes, the report is rejected. Modern DCO09 receivers can synchronise the TSEC 3000 time if this
occurs.

8.7 Tab Reporting

In the upper half of this sheet up to eight destinations for Ethernet (LAN) and/or GSM transmission
paths can be configured. Select the type of transmission path, Ethernet or GSM in TCP or UDP format,
in the column Module. Enter the IP address (4 x 3 digits including leading zero’s) and port number in
the Address and Port columns. Select Outgoing in the direction column. The Alarm format column
shows the available alarm formats:

SIA DCO03 Older IP format, only used in specific projects

SIA DCO09 Standard DCO09 in SIA format

CID DCO09 Standard DCQ9 in Contact ID format

VdS 2465 Bedrafsgst. Standard German VdS 2465 event driven format

Remote TSEC Remote connect setting for ParamIt+ (additional listen port)
ELA ETH Specific project format

Normally the DCO9 variants are used to report to the monitoring stations.
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13
i
.

TSEC3000C-GP_T.tsd *

¥ send ¥ Receive | = Remote dismnnect| 0Lnfo Show Alarm Codes

Summary | Modules |RE|:||3rt|ng Encrypﬁnn| Inputs| Ouu:uts| Diagnnse| Llpgrade|

Connection Module Type Address Port Direction = Alarm format ID

1 il e P address 010.000.000.115 64050 Outgoing SIA DC-09 12345678

2 sof GSM, GFRS TCP TP address 082.095.169.110 64050 Outgoing SIA DC-09 87654321

3

4

3

6

7

3 Ethernet, TCP IP address 000.000.000.000 64010 Listen Remote TSEC

Sequence Orderl Order2 Order3 Order4 Order5 Order6 Order? Order8 Report all

(= JRNCSIR = " ) W S I N Y

Configuration settings:

B

e Module, dropbox selection transmission path:

@)

Ethernet UDP or TCP. Transmission using the RJ45 LAN fixed connection of the
TSEC 3000. Select UDP or TCP in accordance to the receiver at the monitoring
station.
LTE-M/GPRS UDP or TCP. Transmission using GSM wireless connection of the
TSEC 3000. Select UDP or TCP in accordance to the receiver at the monitoring
station.

Type, at this moment only IP address is available. SMS is added in a later stage.
Address, enter the IP address of the receiver. The format is always 4 x 3 digits (also
enter leading zero’s).

e Port, port nhumber of the receiver. Often the primary and secondary (backup) path
uses different port numbers. The receiver monitors both ports

e Direction, standard Outgoing for reporting. Set to Listen to create a custom UDP or
TCP listen port. Set to TCP to create an extra port for ParamIt+ remote.

¢ Alarm format, the reporting format (protocol) to the receiver. Over the dropbox the
following formats are available:

o

SIA DC-03, first generation SIA IP reporting, only used in separate projects
mostly in UDP format. Not te be used for new installations.

SIA DC-09, second generation and most commonly used. Support full SIA
levels.

CID DC-09, second generation and most commonly used. Support Contact-ID
format according to DC09 standard. The account nhumber is always four digits.
VdS 2465 Bedrafsgst, standard German VdS 2465 event driven format.
Remote TSEC, remote connect setting for ParamIt+ (additional listen port)
ELA ETH, specific project format

Encryption, the SIA and CID DC-09 and VdS2465 formats can use encryption
when transmitting the message to the receiver. The key length and data are
set in the Encryption sheet. Check the receiver specification for the maximum
length of the key. AES 128 is most commonly used. The TSEC 3000 however
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can encrypt up to AES 256. The receiver must match the same type, length
and data of encryption for the account number to decrypt the message
correctly. An encrypted message includes more data, check the mobile data
subscription for sufficient coverage. The activation and settings are available
by clicking the blue configuration wheel in the Connection column.

1 < Clicking the blue wheel activates the options screen.

% SIA DCS options connection: 1

Acknowledge timeout: (5,00 | 5 sec.
Encryption key index: | 0 =
Extended options
Poll options Boot report options
[ ] =5M signal strength []Build number
[] GSM Operator [ IMAC address

[ ]esm1ccIo

Acknowledge timeout, standard 5 seconds change only after consulting our
support. Normally 5 seconds should be more than enough.

Encryption key index, selects the key that is entered in the Encryption sheet. Two
free configurable keys are available. Set to 0 for plain transmission without
encryption.

Sie next chapter for detailed encryption information.

Extended options, adds extra information for SIA messages at every Poll or at
reboot. Check the specifications of the receiver first for support of these features.

e ID, unique account number of the TSEC 3000 per destination. Enter a minimum of four
digits and a maximum of eight digits for SIA DC-09 and VdS 2465. Contact-ID is always
four digits.

Sequence:

The sequence determines to what destinations the messages are sent to. Up to eight sequences
are possible. Per trigger (zone, power, POTS, ESPA etc) the sequence can be set. When the
phone number from the alarm panel is used, 901 activates sequence one, 902 for sequence two
etc.

In the screenshot on the previous page, two destinations are set: destination one for an ethernet
path and destination two a GSM path. In sequence one, two orders are set: destination 1 and
destination 2. An alarm that is set to sequence one will start to transmit that alarm using the
ethernet path of destination one. If the message is received correctly by the receiver the alarm
is done and the TSEC 3000 stops. If not the TSEC 3000 uses the next order for sequence one,
in this example destination two and will try to transmit the alarm using the GSM path of
destination two. The TSEC 3000 retries the alarm until it is received or too old to transmit
anymore. If Report all is set the TSEC 3000 will send the message to all destinations in that
sequence regardless of acknowledgements. Poll and test reports are often used to test a certain
destination or transmission path Therefore, these messages are commonly set to a single order
sequence. In the example is sequence two used to check the ethernet and three for the GSM
path.
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8.8 Tab Encryption

The TSEC 3000 can encrypt certain formats. The CPU of the TSEC 3000 uses an integrated hardware
encryptor that supports AES 128 to 256. The calculation of the key takes no more than a couple of
milliseconds. Encryption ensures that the data is not readable before it reaches the IP network. The

key consists of hexadecimal values (digits 0-9 and capital letters A to F). Two separate keys can be
configured and set to different destinations, see previous chapter Reporting.

* send # Receive Remote connect 0‘ Info  Show Alarm Codes
Summary | Modules ‘ Reporting | lm Inputs | Outputs | Diagnose | Upgrade |
Encryption
Key 1:
Size: AES178 W
Key: 0123456789ABCDEFD123456739ABCDEF
Key 2:
Size: AES256 W
Key: 01234567 89ABCDEFO0123456789ABCDEFO01 234567 89ABCDEF01 234567 39ABCDEF

The TSEC 3000 support three grades of encryption;
e AES 128 key length 32 characters (VdS 2465 only supports AES 128)
e AES 192 key length 48 characters
e AES 256 key length 64 characters

The key index is a part of the VdS 2465 format. The key index has a maximum length of five digits and

may not be set to zero. The VdS 2465 options screen is only visible when VdS 2465 Bedarfgst format
is selected and the blue wheel clicked.

WdS 2465 Bedarfgst. Format options

% vd3 options connection: 3

Encryption key index: 1 =

Key number; 12345

Close
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8.9 Tab Inputs
Depending on the TSEC version the tab sheet has four to six sub tabs.

Summary| Modules| Repnrhng| Encryphon| Inputs Outputs | Diagnose ‘ Upgrade |

Alarm Inputs  Aux inputs | Paower | Timers | System | Expander |

Input Type Delay Sequence Alarm Restore Partiton = Text
1 MNormaly Open 00:00:00 Sequence 1: 01,02, Burglary alarm active  Burglary alarm restore 1 Office West wing
2 MNormaly Open 00:00:00 Sequence 1: 01,02, Holdup alarm active Holdup alarm restore 2 Main office
3 Normaly Closed 00:00:00 Sequence 1: 01,02, Panic alarm active Panic alarm restore 3 Front desk 1
2 Double Resistor Guarded 00:00:00 Sequence 1: 01,02, Fire alarm active Fire alarm restore 4 Workshop
5 Normaly Closed 00:00:00 Sequence 1: 01,02, Sprinkler alarm active  Sprinkler alarm restore 4 Parking deck 2
[ 10k Guarded 00:00:00 Sequence 1: 01,02, Medical alarm active  Medical alarm restore & Meeting room B
7 Mormaly Open 00:00:00 Sequence 1: 01,02, Fire trouble active Fire trouble restore 4 Workshop
8 TDK 3950 temp. sensor % | 00:00:00 Sequence 1: 01,02, «dick to setbelow>  <dick to set below> 7 Generatar 1
Fone number: 0008; SIA: ZAZR.
TDK 3950 temp. sensor setting input: 8
Events S
- I NTC Calibration:
Threshold 3 [ ] Restore above -20 *C _U — alibration
Na reparting Measured: 2560 °C)  Actual: s
Threshold 2 Alarm above 50 °C _ll.“. Restore below 40 °C e ——— v
Threshold 1 Alarm above -5 °C || Restore below -15 °C Freeze alarm active W Apply setting

8.9.1 Alarm inputs (8 analogue guarded inputs):

The eight analogue guarded inputs are suitable to connect EN54-21, burglary, technical and
temperature alarms. Per input several setting are available:
e Type, dropbox options for electrical connection to the input :

o Disabled, input is deactivated

o Normally open, NO input activates on closing

o Normally closed, NC input activates on opening

o 10K guarded, single resistor 10KQ is restored. Input activation on short
and open

o Double resistor guarded, 8K2 is restored, 23K2 is alarm, open or short
triggers tamper alarm (EN54-21)

o Siemens BMC N.O., configuration for normally open contact of Siemens
fire panels

o Siemens BMC N.C., configuration for normally closed contact of Siemens
fire panels

o Bosch BMC N.C. fire, configuration for normally closed contact of Bosch
fire panels for fire alarms

o Bosch BMC N.C. trouble, configuration forr normally closed contact of
Bosch fire panels for trouble messages

o PT1000 temp. Sensor, highly accurate temperature measurement in
combination with Telesignal Temp Sensor board. Per sensor three alarm
levels are available with hysteresis. Crossing the levels activates an
alarm or restore. Temperature measurements can also be sent
periodically for long time monitoring and registration (see tab Timers).

o TDK 3950 temp. Sensor, low cost less accurate temperature
measurement directly connected to the TSEC input. Per sensor three
alarm levels are available with hysteresis. Crossing the levels activates
an alarm or restore. Temperature measurements can also be sent
periodically for long time monitoring and registration (see tab Timers).
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o Analog value (mV), analogue measurement of 1-10V outputs used for
specific projects, contact Telesignal for applications.

o Light sensor, LUX measurement of 1-10V outputs used for specific
projects, contact Telesignal for applications.

e Delay, setting in hours:minutes:seconds. Reporting delay per input, when the
input is restored within the delay time, no alarm report is sent. After activation
the same delay time is used for the restore report. When the input becomes
active again within the delay time, no restore report is sent.

e Sequence, dropbox for selection of the sequence for this input as configured in
the Reporting tab sheet. If Clear is selected no reports are sent.

e Alarm, dropbox voor selection of the SIA alarm type sent at activation of the
input. The corresponding SIA, CID or VdS 2465 code is shown in the line below
the inputs.

e Restore, dropbox voor selection of the SIA restore type sent at restore of the
input. The corresponding SIA, CID or VdS 2465 code is shown in the line below
the inputs. Select No reporting if a restore report is not needed. The selection
of the available SIA codes depends on the setting in:
Options>Settings>Settings Event selection; beside SIA (basic) and SIA
(extended) lists with project dependent codes are available.

e Partition, entry for partition (area) number for the input.

e Text, configurable text field for a maximum of 16 characters. The text is sent at
every alarm and restore message if supported by the protocol. Enter only
characters A-Z a-z and 0-9, no comma’s or international characters like G, 6, B
etc.

8.9.2 Aux inputs (2 digital inputs):
The digital inputs are mostly used for internal triggers like a box tamper switch or test key

switch.
Samenvatting | Modules | Rapportage | Encryptie || Ingangen Uitgangen | Diagnose | Upgrade |
Alarm Ingangen || Aux ingangen Voeding | Timers | Systeem | Uitbreiding |
Ingang = Aansluiting Vertraging Valgorde Herstel Partitie = Tekst
1 Mormally Open 00:00:00 Volgorde 1: 01, Mo reporting 2 Remote segsie
2 Mormally Closed 00:00:00 Volgorde 1: 01, i w | Tamper alarm restore 1 Behuizing
£ >
SIA: TASTR

e Type, dropbox options for electrical connection to the input :
o Disabled, input is deactivated
o Normally open, NO input activates on closing
o Normally closed, NC input activates on opening

¢ Delay, setting in hours:minutes:seconds. Reporting delay per input, when the
input is restored within the delay time, no alarm report is sent. After activation
the same delay time is used for the restore report. When the input becomes
active again within the delay time, no restore report is sent.

e Sequence, dropbox for selection of the sequence for this input as configured in
the Reporting tab sheet. If Clear is selected no reports are sent.

e Alarm, dropbox voor selection of the SIA alarm type sent at activation of the
input. The corresponding SIA, CID or VdS 2465 code is shown in the line below
the inputs.

e Restore, dropbox voor selection of the SIA restore type sent at restore of the
input. The corresponding SIA, CID or VdS 2465 code is shown in the line below

. ______________________________________________________________________________________________________________________________|
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the inputs. Select No reporting if a restore report is not needed. The selection
of the available SIA codes depends on the setting in:
Options>Settings>Settings Event selection; beside SIA (basic) and SIA
(extended) lists with project dependent codes are available.

e Partition, entry for partition (area) number for the input.

e Text, configurable text field for a maximum of 16 characters. The text is sent at
every alarm and restore message if supported by the protocol. Enter only
characters A-Z a-z and 0-9, no comma’s or international characters like G, 6, B
etc.

8.9.3 Power (C versions):

The TSEC 3000 C versions are equipped with an internal power supply. When a C version is
selected or connected the power tab sheet is activated for the configuration of the parameters.

Summaryl Modules | Reporting | Encryption | Inputs  Outputs | Diagnose | Upgrade |

Alarm Inputs | Aux inputs | Power Timers | System | Expander |

Input Type Delay Sequence Alarm Restaore Partiion = Text
Power | | 00:00:20 Seqguence 1: 01,02, DRP Power supply alarm DRP Power supply alarm 0 AC power
Battery Enabled 00:00:20 Sequence 1: 01,02, DRP Battery alarm DRF Battery alarm a Battery
Aux. output Enabled ( e 1: 01,02, DRP aux. alarm DRP aux. alarm i} ALY power
Temperature Delay is 00h '3'1 20s o

DRP2 present 00:00:00 Clear [u}
DRP2 charger error 00:00:00 Clear i}
DRP setting

Auxiliary power Battery setting

Aux. voltage: 12 | Wolt Capadty |7ah W

Aux. powers Ethernet-router or modem

e Input:
o Power, AC supply 90-260 VAC 50/60Hz
o Battery, backup power
o Aux. output, programmable DC output
o Temperature, DRP2 present and DRP2 charger error are not activated in
this version, leave setting to Disabled.
e Type, dropbox options for activation of the power monitoring:
o Disabled, no monitoring
o Enabled, monitoring active
e Delay, setting in hours:minutes:seconds. Reporting delay per power source,
when the power source is restored within the delay time, no alarm report is
sent. After activation the same delay time is used for the restore report. When
the power source fails again within the delay time, no restore report is sent.
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e Sequence, dropbox for selection of the sequence for this power source as
configured in the Reporting tab sheet. If Clear is selected no reports are sent.

e Alarm, dropbox voor selection of the SIA alarm type sent at failure of the power
source. The corresponding SIA, CID or VdS 2465 code is shown in the line below
the inputs.

e Restore, dropbox voor selection of the SIA restore type sent at restore of the
power source. The corresponding SIA, CID or VdS 2465 code is shown in the
line below the inputs. Select No reporting if a restore report is not needed. The
selection of the available SIA codes depends on the setting in:
Options>Settings>Settings Event selection; beside SIA (basic) and SIA
(extended) lists with project dependent codes are available.

e Partition, entry for partition (area) number for the power source.

e Text, configurable text field for a maximum of 16 characters. The text is sent at
every alarm and restore message if supported by the protocol. Enter only
characters A-Z a-z and 0-9, no comma’s or international characters like G, 6, B
etc.

DRP setting, configuration parameters for the internal power supply.
e Auxiliary power maximum output 18W

o Aux. voltage, programmable output 9 to 24VDC. At AC power failure the
battery will take over the power for the AUX output including the voltage
booster to keep the output voltage at the configured level. If a GSM
backup is configured the AUX power output is disconnected after one
hour AC failure to ensure maximum battery uptime. When the AC power
is restored and stable for five minutes the AUX power is restored also. If
no GSM backup is configured the AUX output is powered until the battery
is too low.

o AUX. powers Ethernet-router or modem, ticking this box activates a
mechanism that resets the AUX output power for 30 seconds when the
communication through the ethernet port is in failure for more than 30
minutes. This will restart the router-modem to attempt to restore the
communication.

e PBattery setting

o Capacity, the DRP2 power supply support batteries from 0,8Ah to 17Ah.
The charger current and curve is set to the selected battery and is
temperature controlled.

8.9.4 Timers (test reports and poll monitoring:

The eight internal timers can trigger poll monitoring messages, periodic test- and
measurement-status reports. The poll monitoring supports the maximum reporting time
classes according to EN50136-1 except SP1. Program the poll monitoring always to timer one
and two (DP). The settings for the classes are pre-defined, this makes configuration of the
requested class easy. The pre-defined setting sends two poll messages within the maximum
time for optimal reliability. Manual setting is also possible for customisation of the timers. In
DP setting the first timer is reserved for the primary path and the second timer for the
secondary (backup) path. The internal timer mechanism guards the availability of the paths.
At a failure of the primary path, the poll interval of the secondary (backup) path switches to
the interval time of the primary path. Once the primary path is restored again, the timers will
switch back to the normal setting. Poll messages are normally guarded by the receiver and
are not visible at the monitoring centre, only status messages such as poll failure or restore
are visible. Conventional test reports like SIA RP or RX are used for end-to-end registration
and can also be used for the lower classes SP2 and DP1. The interval can be set in the
Advanced timers section on the bottom half of the screen. If an alarm panel is connected to
the POTS port, this alarm panel should trigger the test report to monitor the complete
installation. By programming the code %$01 in the Text field at an RP or RX SIA test report
the ICCID number and provider connection are sent in the text field of the SIA test report to
keep track of the SIM cards in the field.
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SuUmMMary | Modules | Reporting | Encryption | Inputs Cutputs | Diagnose | Upgrade |

Alarm Inputs| AL inputs| Power| Timers System | Expander

Input Timer setting Interval/Clock = Sequence Event Function Text

Timer 1 Foll _ Sequence 2: 01, Paoll Mo function
Timer 2 Paoll _ Sequence 3: 02, Poll Mo function

Timer 3 Enabled Daily Seguence 1: 01,02, | Automatic test Mo function %501
Timer 4 _ 00:00:00 Clear Mo function
Timer 5 _ 00:00:00 Clear Mo function
Timer & _ 00:00:00 Clear Mo function
Timer 7 _ 00:00:00 Clear Mo function
Timer 8 _ 00:00:00 Clear Mo function
Zone number: ; SIA: RP/
Customizefset timers
Polling (timers 1/2) Advanced timers
Risc dass setting: Timed | Daily | Weekly | Monthly Selected timer: 3
DP4 (Dual Path 40 seconds-Zhours) W System date/tme:
®@interval 2|1 | Days 9-8-2021 12:02:06
At 00:00m0¢ 5 Mext occurence:

i 10-8-2021 12:01:00

e Timer setting, dropbox selection for:
o Disabled, Timer is off
o Enabled, Timer is set for periodic test- and measurement reports
o Poll, Timer is activated for poll monitoring
e Interval/Clock, interval time in hours:minutes:seconds. the poll interval for a
50136-1 class is automatically set after selection of the class in the Risc class
setting field en shown with a green background colour.
The interval for conventional test reports are set in the Advanced timer section.
The interval is programmable over four tab sheets:
Timed, interval shorter than one day
Daily, interval shorter than one week
Weekly, interval with week schedule
Monthly, interval with monthly schedule
Press the Apply button the store and activate the timer. At the right side the
next timer occurrence is shown.
e Sequence, dropbox for selection of the sequence for this timer report as
configured in the Reporting tab sheet. If Clear is selected no reports are sent.
e Event, dropbox voor type of timer message.
o Automatic test, standard SIA RP or Contact ID 602 report
o Manual test, SIA RX or Contact ID 602 report.
o No reporting
o Poll, setting for manual poll interval. Select <manual> (Specific timer
setting) at the Risc class setting field.
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o Timed function, setting for periodic measurements. Set the interval time
at the Advanced timers section and select the analogue inputs in the
function column.

o VdS test report, select this event when VdS 2465 format is used

e Function, set only when timed function is selected.

e Text, configurable text field for a maximum of 16 characters. The text is sent at
every alarm and restore message if supported by the protocol. Enter only
characters A-Z a-z and 0-9, no comma’s or international characters like G, 6, B
etc.

8.9.5 System:

In the System Tab the configuration for the cover switch (C versions), the local transmission
(GSM and Ethernet) paths monitoring and some system and options settings are programmed.
Options are f.i. ESPA guarding. These option become visible when present in the hardware
configuration.

Local monitoring GSM/LTE-M/GPRS checks:

PIN code OK

e GSM registration OK

e LTE-M/GPRS IP address obtained

e Signal strength sufficient for reporting and maintaining registration

Local monitoring Ethernet checks:
e Physical connection with the network OK
e Ethernet layers (MAC address , ARP) OK
e IP address obtained

Summary | Modules | Reporting | Encryption || Inputs OQOuiputs | Diagnose | Upgrade |

Alarm Inputs | Aux inputs | Power | Timers | System Expander

Input Monitoring Delay Seguence Alarm Restore Partiion = Text

cover: | | 00:00:04 Sequence 1: 01,02, Tamper alarm active Tamper alarm restore o] TSEC Box

G5M IP: Enabled 00:02:00 Sequence 2: 01, G5M IP fail G5M IP ok o] Local G5M errar
Ethernet IF: Enabled 00:00:20 Sequence 2: 01, Eth. IF fail Eth. IF ok v} Local LAN error

Zone number: 0301; SIA: TA/TR CID: -/-

System setting:
Partition

Partition to bypass: 255

Reporting through:  Clear
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e Input:
o Cover, tamper switch on C version board
o GSM IP, local GSM monitoring
o Ethernet IP, local ethernet monitoring
e Monitoring, dropbox options for activation of the monitoring:
o Disabled, no monitoring
o Enabled, monitoring active

e Delay, setting in hours:minutes:seconds. Reporting delay per transmission
path, when the transmission path is restored within the delay time, no alarm
report is sent. After activation the same delay time is used for the restore report.
When the transmission path fails again within the delay time, no restore report
is sent.

Remark: set the delay for GSM to at least 2 minutes to avoid unnecessary
alarms.

e Sequence, dropbox for selection of the sequence for the system reports as
configured in the Reporting tab sheet. If Clear is selected no reports are sent
but the LED indication at failure is still present.

e Alarm, dropbox voor selection of the SIA alarm type sent at failure of the system
event. The corresponding SIA, CID or VdS 2465 code is shown in the line below
the inputs.

Fixed codes:
o TAO0301 cover tamper switch active
o YS0009 GSM/LTE-M/GPRS failure )
o YS0013 Ethernet failure

e Restore, dropbox voor selection of the SIA restore type sent at restore of the
system event. The corresponding SIA, CID or VdS 2465 code is shown in the
line below the inputs. Select No reporting if a restore report is not needed. The
selection of the available SIA codes depends on the setting in:
Options>Settings>Settings Event selection; beside SIA (basic) and SIA
(extended) lists with project dependent codes are available.

Fixed codes:
o TRO0301 cover tamper switch restore
o YKO0009 GSM/LTE-M/GPRS restore
o YKO0013 Ethernet restore

e Partition, entry for partition (area) number for the power source.

o Text, configurable text field for a maximum of 16 characters. The text is sent at
every alarm and restore message if supported by the protocol. Enter only
characters A-Z a-z and 0-9, no comma’s or international characters like G, 6, B
etc.

8.9.6 Expander inputs (3 x 20 analogue guarded inputs):

The modular architecture of the TSEC 3000 series offers several expander card options. The
expander cards are connected to the I2C BUS and are guarded by the TSEC 3000. The
configuration of the cards is integrated into the ParamlIt+ tool. The input expander offers 20
additional analogue guarded inputs. A maximum of three input cards can be added bringing
the total to 68 inputs. The first input card can be installed in the standard metal wall mount
box. When two or three cards are used the wall mount expander box is necessary.

Every card can be activated separately in the tab Expander. The TSEC 3000 monitors the
communication to each card en can sent a status report if a cards fails. SIA ET for expander
trouble and ER for expander restore.
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Alarm Inputs | Aux inputs | Power | Timers | System | Expander

TELESIGNAL

Input Type Delay Sequence Alarm Restore Parfition = Text
1 | | 00:00:00 Sequence 1: 01,02, Burglary alarm active Burglary alarm restore 1 PIR A
2 Mormaly Open 00;00:00 Sequence 1; 01,02, Burglary alarm active Burglary alarm restore 1 PIRB
3 Mormaly Open 00;00:00 Sequence 1; 01,02, Burglary alarm active Burglary alarm restore 1 PIR C
4 Mormaly Open 00;00:00 Sequence 1; 01,02, Burglary alarm active Burglary alarm restore 1 PIR.D
5 Mormaly Open 00;00:00 Sequence 1; 01,02, Burglary alarm active Burglary alarm restore 1 PIR.E
[ Mormaly Open 00:00:00 Sequence 1: 01,02,  Burglary alarm active Burglary alarm restore 1 PIRF
7 Mormaly Open 00:00:00 Sequence 1: 01,02,  Equipment failure Equipment failure restored 7 Pump A
8 Mormaly Open 00:00:00 Sequence 1: 01,02,  Equipment failure Equipment failure restored 7 Pump B
9 Mormaly Open 00:00:00 Sequence 1: 01,02,  Equipment failure Equipment failure restored 7 Pump C

Expander card

Inputs enabled on: Partition: Card present report sequence: Text:

[ card 1: 0 Sequence 1: 01,02, W Exp card 1
[Jcard 2: 0 Clear W

[card 3: 0 Clear v

The 20 analogue guarded inputs are suitable to connect EN54-21, burglary, technical and
temperature alarms. Per input several setting are available:
e Type, dropbox options for electrical connection to the input :

o Disabled, input is deactivated

o Normally open, NO input activates on closing

o Normally closed, NC input activates on opening

o 10K guarded, single resistor 10KQ is restored. Input activation on short
and open

o Double resistor guarded, 8K2 is restored, 23K2 is alarm, open or short
triggers tamper alarm (EN54-21)

o Siemens BMC N.O., configuration for normally open contact of Siemens
fire panels

o Siemens BMC N.C., configuration for normally closed contact of Siemens
fire panels

o Bosch BMC N.C. fire, configuration for normally closed contact of Bosch
fire panels for fire alarms

o Bosch BMC N.C. trouble, configuration forr normally closed contact of
Bosch fire panels for trouble messages

o PT1000 temp. Sensor, highly accurate temperature measurement in
combination with Telesignal Temp Sensor board. Per sensor three alarm
levels are available with hysteresis. Crossing the levels activates an
alarm or restore. Temperature measurements can also be sent
periodically for long time monitoring and registration (see tab Timers).

o TDK 3950 temp. Sensor, low cost less accurate temperature
measurement directly connected to the TSEC input. Per sensor three
alarm levels are available with hysteresis. Crossing the levels activates
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an alarm or restore. Temperature measurements can also be sent
periodically for long time monitoring and registration (see tab Timers).
o Analog value (mV), analogue measurement of 1-10V outputs used for
specific projects, contact Telesignal for applications.
o Light sensor, LUX measurement of 1-10V outputs used for specific
projects, contact Telesignal for applications.

e Delay, setting in hours:minutes:seconds. Reporting delay per input, when the
input is restored within the delay time, no alarm report is sent. After activation
the same delay time is used for the restore report. When the input becomes
active again within the delay time, no restore report is sent.

e Sequence, dropbox for selection of the sequence for this input as configured in
the Reporting tab sheet. If Clear is selected no reports are sent.

e Alarm, dropbox voor selection of the SIA alarm type sent at activation of the
input. The corresponding SIA, CID or VdS 2465 code is shown in the line below
the inputs.

e Restore, dropbox voor selection of the SIA restore type sent at restore of the
input. The corresponding SIA, CID or VdS 2465 code is shown in the line below
the inputs. Select No reporting if a restore report is not needed. The selection
of the available SIA codes depends on the setting in:
Options>Settings>Settings Event selection; beside SIA (basic) and SIA
(extended) lists with project dependent codes are available.

e Partition, entry for partition (area) number for the input.

e Text, configurable text field for a maximum of 16 characters. The text is sent at
every alarm and restore message if supported by the protocol. Enter only
characters A-Z a-z and 0-9, no comma’s or international characters like G, 6, B
etc.

8.10 Outputs

The TSEC 3000 is equipped with two onboard signal relays. The relay expander card is used
for light switching and telemetric projects and not described in this manual.

summary | Modules | Reporting | Encryption | Inputs || Outputs  Diagnose | Upgrade |

Relays: Selected function:
4 -TSEC on board Fail To Communicate w
i Relayl
.. Relay2 Selected options:
- - Power Relay Card 1 Marmally Closed
..DRP2 Set to inactive

Remote Controlled

Only remate cantrallad
unly remote contolled

The two onboard relays OUT1 and OUT2 are configurable to three functions:

e Fail to communicate, the output is activated if no acknowledgement is received from
the receiver after the third attempt (not at test reports) and again deactivated at the
next received acknowledgement. Normally this function is set to OUT1.

e VdS, the output is activated if a failure occurs in the transmission paths, power supply
or an internal board error. Use this function only for OUT2 in normally closed setting,
the hardware is designed to activate the output even when the CPU stops.

¢ Net failure, the output is activated at AC power loss.

The option selection offers a normally closed output setting and a automatic deactivation at
reset of the TSEC 3000. The remote controlled function is not available in these TSEC versions.
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Remark: after sending the parameters the TSEC 3000 will reboot and send the actual status of
all programmed reports. During reboot the green LED flashes, depending on the configuration
this can take up to two minutes. The bottom yellow LED flashes during the delay setting of the
transmission paths. When all transmission paths are operational and the time is synced correctly
the LED will go out.

9 Diagnose

The tab Diagnose is a very helpful tool for the installer. It gives real time formation about transmission
paths, power supply and all inputs and output, the tab contains four sub tabs:

Modules, status of the GSM, Ethernet, power supply, POTS and time synchronisation.
Inputs, status of all onboard and expander inputs

Outputs, status of all onboard and expander outputs

Event log, detailed log of all internal and external events, reports and hardware issues
System log, detailed realtime log of system events

9.1 Modules

Summary | Modules | Reporting | Encryption | Inputs | Outputs ||

se; Upgrade

Modules  Inputs | Outputs | Event log | System log |

GSM:ONfSIM inserted (Version: 04.21) Ethernet Pawer (ver.: 01.21) LED's Service
on PIN Reg Data Listen On Link ETH P DHCP s
0000 e L@ eoolee W | ee—
= = — — — — — = B 24,128V ’ /.\ Factory reset TSEC
| 1% | Local IP: 010.000.000.006 =
e ©
Own IP: 010.163.015.083 DNS 1 010.000.000.205 Battery: 13,314V H b
IMEL: 3340790544aB288 DNS2: 000.000.000.000 A 12,096V =
[CCID: §9314233005000092181 Gateway: 010.000.000.138 4
e Netmask: 255 . 255 .255. 000 Temp.:  |GECEE
Operator; 20408, KPN Telecom DHCP server; | 010.000.000.205 =
Charging: |0 mA @
SMSC:
Module: SARA R412 ESR: 307 mOhm
ersion: 10 Technology: (4G

POTS
Data usage Upload (bytes) Download (bytes) ,O © o houk
Qz\ ) (O] ool
- 587 208 = =
Today: Identification

Yesterday: 0 0 Phone number: | 901

MAC: 04:91:62:f2:02:01
Call progress: Data state {SIA)

Time
Time color legend System dateftime:

Time not valid: Wl 11-8-2021 15:31:18
Time is set

Synchronized

9.11 GSM

The GSM diagnose provides detailed information about the connection status, SIM card, network
technology and data usage of the TSEC 3000 G versions.

A green indication shows the correct operation.

ON GSM module is activated

PIN PIN code corresponds with the SIM card

Reg Registration to the network successful

Data IP address obtained from the GSM network provider, transmission over IP
available

Listen blue indication for active listen port on GSM module, this is only available within

closed networks. Grey indicates a deactivated listen port (default)
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Signal strength
The signal strength is updated every few seconds and offers the installer a tool to locate the optimal
antenna position on site.

0% .. 16% ( red) -> very weak signal, change location, use extension cable or other antenna
16% .. 25% ( yellow) -> weak signal, usable but recommended for improvement

25% .. 35% (green) -> average signal

35% .. 67% (green) -> good signal

67% .. 100% (green) -> strong/optimal signal

Own IP obtained IP address form the network provider

IMEI hardware serial number of the GSM module

ICCID unique SIM identification number of the SIM card

Number GSM phone number, only visible if not blocked

Operator provider of the active connection, only visible if not blocked
SMSC SMS service number when using SMS messaging

Module GSM module type installed on the TSEC 3000:

Enfora: older 2G module

Telit: 2G module

Sara R412: LTE (4G) CAT-M with 2G fallback
Version GSM module software version
Technology GSM technology of the active connection

Data usage
Indication of the transmitted (upload) and received (download) through the GSM network of today and
yesterday.

9.1.2 Time

Status for the time synchronisation. The received time is shown in the System date/time field. The
background indicates the status of the time:

Green correct synchronisation with external NTP timeserver
Blue correct synchronisation with external time source like the GSM network
Red time not set, synchronisation not possible or in progress

(after power down it can take a while before the time is synchronised again.

9.1.3 Ethernet
The Ethernet diagnose provides detailed information about the connection status.

A green indication shows the correct operation.

ON LAN module is activated

Link LAN/Network cable is connected

ETH Ethernet active, MAC address is valid

IP IP address obtained through DHCP or fixed settings
DHCP DHCP-server active in the network

Local IP obtained or configured IP address

DNS1 IP address Domain Name Serverl (n.a.)

DNS2 IP address Domain Name Server2 (n.a.)

Gateway obtained or configured IP address of the Gateway
Netmask obtained or configured IP address of the Netmask
DHCP server IP address of the DHCP server in the network
MAC TSEC 3000 unique MAC address
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9.1.4 Power

The Power diagnose is only active in the C versions with the integrated power supply. On the top the
installed firmware version of the power supply is shown: Power (ver.: xx.xx)

Supply Voltage output of the 24 V AC-DC converter (red background and unplugged
power cord icon indicates an AC power failure.

Battery DC level (background red for battery low, yellow for missing temperature sensor)

Aux Aux voltage output level (red background indicates a short on the output)

Temp. internal power supply temperature

Charging real time charge current to the battery

ESR internal battery resistance, indication of battery health. It should be used as an

Indication and depends on the battery type. Maximum reference values are:

0.8Ah: 1000mQ
1.2Ah: 800mQ
3.2Ah: 600mQ
7.2Ah: 500mQ

9.1.5 POTS

The POTS diagnose shows the status of the dial capture port and the information received from the
PSTN alarm panel.

Off hook inner circle turns black when the PSTN dialler from the alarm panel is active
Phone number indication of the last received phone number from the alarm panel
Call progress Idle: port not active

Dialtone: TSEC 3000 generates dialtone

Modem training: communication start (kiss on)

Data State: (SIA) (CID) detected alarm format, reading in progress
Idle: port not active (kiss off)

9.2 Diagnose inputs

This sheet shows the real time status of all inputs and is very helpful for checking the wiring of an
installation. Extra options like ESPA are visible also in this sheet.

Board analog 8 guarded analogue inputs A1-A8 on the TSEC 3000 motherboard
Board digital 2 digital inputs D1-D2 on the TSEC 3000 motherboard
Expander card x 20 guarded analogue inputs A1-A20 on the expander card 1, 2 or 3

the firmware version for each card is shown

Operational green indicates for correct communication, red for card
failure. Depending on the firmware version the temperature
of the card is visible

System Cover switch (C versions)
PT1000/NTC Temperature reading from the connected probe
Legend: Green: restored/inactive

Orange: during delay time

Red: active

Yellow: tamper (double resistor guarded inputs)
Black: status unknown (parameters not received from TSEC 3000)
Grey: not configured (disabled)
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Summary | Modules | Reporting | Encryption | Inputs | Outputs |D|agnns

Modules || Inputs Outputs| Eventlog| System Ing|

i

Uparade

Board analog Board digital Legend
1= 2 3 4 5 & T 8B 1= 2
m . m . [ IdlEka
Delay
Expander card 1 (ver.: 01.21) Activeferror  mE
2 3 4 5 & T8 9 10: 11 12 13 14 15 16: 17 18: 19: 20:  Operational: Tamper
Unknown [ ]
25.3°C Disabled
Expander card 2 (ver.: 00.00)
L 2 3 4 5 6: 7 8 9 10: 11 12 13 14 15 16: 17 18: 19: 20:  Operational:

Expander card 3 (ver.: 00.00
1 2 3 4 5 o6 T8 9 1 11 12 13: 14 15 16: 17 18: 19: 20:  Operational:
L B N N B B B N b N b N B B B |

System
Cover switch:  ml

PT1000/MTC:
Temperature: 30,16 =C

9.3 Diagnose Outputs

The sheet Outputs shows the status of the relays. In this manual only the two onboard OUT1 and OUT2
are described.

Modules | Inputs || Outputs Eventlu:ug| System Iu:ug‘

Relay Legend
Board bPR2 Idie/ok -
— - - - Active ferrar m
Unknown/no function Bl
Power relay card 1 {ver.: 00.00)
L = X = S & Operational;
I I NN NN
Relay:
Board:
1 OouUT1 Status relay 1, default FTC function
2 ouT?2 Status relay 2, default VdS/EN54-21 failure function
Legend: Green: restore/inactive

Red: active
Black: unknown or nit configured (disabled)
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9.4 Diagnose Event log

The event log stores the activity of the TSEC 3000. The log covers reporting events to the monitoring
centre and internal events.

Ready Green, TSEC 3000 is operational
Red, TSEC 3000 rebooting

Event log Green, log accessible
Red, log not available (during reboot)

Report issues the shown entry has a failure f.i. an event that could not be reported
correctly

Index ascending sequence number

Input/output source of the event

Event type of the event

Creation time date and time of occurrence of the event

Delivered date and time of reception at the receiver and to which connection

By clicking a line the details of the event is shown in the bottom part of the screen. In the figure below
an external event form the POTS with SIA Nti14:00/RP and additional text is shown.

Summary ‘ Modules ‘ Reporting | Encryption ‘ Inputs | Outputs H Diagnose  Upgrade ‘

Mudulas‘ Inputs 0utputs| Eventlog System \og‘

Application status Event log filter

Ready - All Index Input/Output Event Creation time Delivered Info ~
@ Diagnose 872 DRP2, 5A, Battery DRP Battery alarm 11-8-2021 15:54:03  11-8-2021 15:54:03 (connection: 1,)
4 -Reporting
-All inputs 856 |
E"_Tt log - System 856 <System> External event 11-8-2021 15:31:15  11-8-2021 15:31:20 {connection: 1,)
@ - Timers 844 TSEC board, 4, 3 Panic alarm active 11-8-2021 15:30:44  11-8-2021 15:30:44 {connection:2,)
e E:::;al 842 TSEC board, 4, 3 Panic alarm restore 11-8-2021 15:30:44  11-8-2021 15:30:44 {connection:2,)
4 -System 840 TSEC board, A, 1 Burglary alarm restore 11-8-2021 15:30:43  11-8-2021 15:30:43 {connection:2,)
- Application 837 TSEC board, 4, 1 Burglary alarm active 11-8-2021 15:30:43  11-8-2021 15:30:43 {ronnection:2,)
ZZI’;:; 830 <System> External event 118-202115:20:47 11-8-2021 15:29:52 (connection:1,)
-Remote command 823 DRPZ, SA, Battery DRP Battery restored 11-8-2021 15:22:38  11-8-2021 15:22:38 (connection:1,)
-~ Ethernet 820 DRPZ, A, Battery DRP Battery alarm 11-8-2021 15:20:56  11-8-2021 15:20:56 {ronnection:1,)
ECS#S 763 TSEC board, 5D, Ethernet IP: Eth. IP ok 11-8-2021 14:42:10  11-8-2021 14:51:53 (connection:1,)
.5M5 752 TSEC board, 5D, Ethernet IP: Eth. 1P fail 11-8-2021 14:41:37  11-8-2021 14:51:52 {connection:1,)
- TIMErs 708 TSEC board, SV, Application running  System ok 11-8-2021 14:27:15  11-8-2021 14:51:52 {connection:1,)
707 TSEC board, 5D, GSM IP: G5M IP ok 11-8-2021 14:27:08  11-8-2021 14:51:40 (connection:1,) IP:yes, KPN Telecom (Netherlands)
705 TSEC board, 5T, used timer: 3 Timed function 11-8-2021 14:25:58
704 DRP2, SA, Battery DRP Battery restored 11-8-2021 14:25:46  11-8-2021 14:51:52 {connection: 1,)
703 TSEC board, 5D, Ethernet IP: Eth. IP ok 11-8-2021 14:25:30  11-8-2021 14:51:40 (connection: 1,)
699 DRP2, SA, Aux. voltage DRP aux. restored 11-8-2021 14:25:23  11-8-2021 14:51:52 {ronnection:1,)
696 DRPZ, A, Battery DRP Battery alarm 11-8-2021 14:25:1%  11-3-2021 14:51:52 {connection: 1,)
695 DRPZ, SA, Main DRP Power supply restored  11-8-2021 14:25:19  11-8-2021 14:51:52 {ronnection: 1,) ©

Event log view

Status Input Event Output Value ~
=ES Done FF FF FF FF 50 01 01 02 FF FF FF FF 0 0
Maximum retry count: 0 Try count: 1
connection: 1 handled: 11-8-2021 15:44:01 Processing time: 00:00:04
Reporting succesful completed
Additional data
Htild: 00-RP
Additional data
AUTOTEST
v

Refresh (NEW 4) Clear Read and save Import |

The event log is read until the last reboot, to read further back simply scroll down or click the
Page Down button on your keyboard.

New messages are indicated on the Refresh button as (NEW xx). Pressing the Clear button erases
the log on your screen, not in the TSEC 3000.

With the Event log filter it is easy to select the events you are interested in like only the Reporting
events of the Power supply or the GSM status of the System.
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The Read and save button will read the entire event log and saves it into the Log folder. With
the Import button a saved log can be read into Paramlt+ for further diagnoses. Telesignal
support can ask for a log to investigate issues.

Event log view

1230 Eventlog items sawved
19 Datalog items saved
C:wIzera~Tin~Docunents~FParamlt+~Log~Eventlog.zav written

9.5 Diagnose System log

The system log offers real time information about the transmission paths and boot causes but also raw
ESPA data when ESPA is connected. This is very helpful during the configuration of the ESPA triggers.
The system log is often used by our support desk to analyse certain problems.

Summary| Modu\es| Reporh’ng‘ Ena’yphon| Inputs 0utputs| Diagnose Upgrade‘
Modu\es| Inputs Outputs| Eventlog| System log

2021-08-11T14:28:21+02 00 Info ~Comnection guard Connection 2 ug [apply temporary system log setting
2021-08-11T14:28:20402:00-Info ~GEH HoduleType 10 wersion 10 Systemlog status
2021-08-11T14:28:00402: 00-Warning <GEM STATE_RESET 11 2 .
2021-08-11T14:28:00+402:00-Warning ~GEM SIK renoved ’(‘3‘
2021-08-11T14'25:00+02' 00-Info “AConnection guard Device, restart timer started L~
2021-08-11T14:28:00+402: 00-Error <Connection guard Connection 2 down T e T
2021-08-11T13:30:41+02  00-Error sComnection guard Comnection 3 down Pply temparary feve’:
2021-08-11T13:30:41+402: 00-Error ~Connection guard Connection 1 down Debug v
2021-08-11T12:58:58+402: 00-Error ~Connection guard Connection:? disabled

2021-08-11T12:58:48+402: 00-Error ~Connection guard Connection 2 down

2021-08-11T12:52:22+402 . 00~-Error sConnection guard Connection 2 down Fadiity filtter (view):
2021-08-11T12:49:54402 . 00-Error sConnection guard Connection 2 down

2021-08-11T12:47:18+02. 00-Error ~Comnection guard Connection 2 down ST hd
2021-08-11T12:44:40+402:00-Error <Connection guard Connection 2 down

2021-08-11T12:41:52+02: 00~Exror #Connection guard Connection:2 disabled Start/stop system log:
2021-08-11T12:41:42+402: 00-Error Connection guard Connection 2 down

2021-08-11T12:41:17+402: 00-Error ~Connection guard Connection:3 disabled Hide log -
2021-08-11T12:41:17+402: 00-Error ~Connection guard Connection:l disabled

2021-08-11T12:41:17+02: 00-Error ~Connection guard Connection 3 down

2021-08-11T12:41:17+02: 00-Error sConnection guard Connection 1 down Save
2021-08-11T12:41:17+02: 00-Error ~Ethernet Hodule down

2021-08-11T12:39: 04402 00-Error #Connection guard Connection 2 down

2021-08-11T12:36:25+402: 00-Error <Connection guard Connection 2 down

2021-08-11T12:33:49+402: 00-Error <Connection guard Connection 2 down

2021-08-11T12:31:11+402: 00-Error Connection guard Connection 2 down

2021-08-11T12:28:33+402: 00-Error ~Connection guard Connection 2 down

2021-05-20T16:10:21402: 00-Systen Internal * Start system log. bootcause 01

10 Upgrade firmware

This tab offers an easy upgrade of the TSEC 3000 firmware (dfu). If your PC is connected to the internet
when starting the ParamIt+ software it will check directly if new dfu’s are available for download. New
dfu versions are automatically stored in the DFU folder. After connecting to a TSEC 3000 over USB or
remote a popup appears to install the new dfu.

After selecting a dfu the detailed information about this dfu is shown on the right side of the screen.

Click the Start Upgrade at the left of the screen and follow the instructions to upgrade the TSEC 3000
to the latest version.

After a successful upgrade ParamIt+ will ask you to confirm the new firmware. If no confirmation is
entered within 12 minutes the TSEC 3000 will roll back to the previous version.
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11

12

5ummary| Modules| Reporting Encr\,rph'onl Inputs| Ouiputs| Diagnose| Upgrade

Device Firmware filelist

*xx TSECI00 summary **x*

D TSEC3000C-G Fire_000100E 1.dfu ~
[ TSEC3000C-G Fire_000100E4.dfu F:i.le da'g.e ) o 14-1-2021 09:33:49, Size: 623754 bytes
[ TSEC3000C-G Fire_000 100EE. dfu Binary image size: 277142 bytes
D TSEC3000C-G MultiBel_0001012F.dfu Distilled dats from file:
[ TSEC3000C-G OVL_00010088.dfu Config number S nooninizs
D TSEC3000C-G SVOA Ext-5C_000100EB.dfu Froduct number . 00010805
[ TSEC3000C-G SVOA NTP LFC7065_0001009F Board number ; 00o10302
[ TSEC3000C-G SVOA_00D1005F. dfu ggigigfgrnﬂggfm f gg E% (1)
D TSEC3000C-G SYOA_000100ED. dfu Fletcher . 59749128
[} TSEC3000C-G Waternet_000100F0.dfu Country number . 528; (NLD., "Hetherlands")
[y TSEC3000C-G_00000038.dfu Language ID's . 0x409 (EWU). 0=d413 (HLD).
D TSEC3000C-G_00010111.dfu .
" Hanufacturer . Tele=ignal Europs bw
TSEC3000C-GE-VO Gewest Controller_00010 Elatiorm . TSEC3000
USE wers=ion © 9110 (TSEC application). version: 10
[ TSEC3000C-G-Telemetrie_000 100EF.dfu Description . Standard unit
[ TSEC3000C-P_000100E6.dfu Product name . TSEC3I000C-GF
- Bosrd name . TSEC3010W2
| TSELLLIES D GRS v ||Build tinme . Jan 7 2021 10:49:54
r A6
LSECN00E NARIRIRS 8. About . Ethernet-GPRES owverdrager
Long name o TSEC3000C-GFP Ethernet~GPRS kiezer converter
o upgrade. Device contains a newer wversion (config: 00010123, Hay 17 2021 15:21:12).

Device contains a newer version (config:00010123, May 17 2021 15:21:12).

TELESIGNAL®

ParamlIt+ update

ParamlIt+ checks for updates at every program start when the computer is connected to the
internet. Updates are automatically downloaded and installed.

De software is also downloadable via:

http://download.telesignal.com

Login
Gebruikersnaam (username): telesignal
Wachtwoord (password): support

Support

For technical information and support contact our support desk at + 31 (0)318-521111

Open on working days from 08:30 until 17:00. Remote support is available with Teamviewer
and Anydesk. An Anydesk session can be started by clicking the icon below.

File Edit Window Options Help Device

-—'JH‘m . il

Remote connect

@
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13 Technical specifications

This document describes the technical data of the TSEC 3000 in boxed 230 VAC version, boxed 12-24 VDC
version and 12-24 VDC PCB version.

Environmental class

Environmental class |

Mechanical
Dimensions
Dimensions in H x W x D in mm
Boxed 230 VAC version 290 x 260 x 100
Boxed metal 12-24 VDC version 185 x 210 x 65
Boxed plastic ABS 12-24 VDC version 185 x 145 52
PCB 12-24 VDC version 160 x 110 x 28 or 165 x 134 x 28
Weight
Boxed 230 VAC version 5300 grams
Boxed metal 12-24 VDC version 1300 grams
Boxed plastic ABS 12-24 VDC version 350 grams
PCB 12-24 VDC version <140 grams, depending on options
Conditions
Operating temperature 5—-40°C (-20 - + 70 °C design limit)
Storage temperature -40 - +85 °C
Humidity operating/storage/transport 20-90%RH non condensing/10-95%RH
Power

Power supply
Power supply in volts

Boxed 230 VAC version 90-264V AC
Boxed metal/plastic 12-24 VDC version 12-28V DC (9-30V design limit)
PCB 12-24 VDC version 12-28V DC (9-30V design limit)
Fuses
Mains 3,15 AT 5x20mm
Battery 1.85 A Multi fuse (PTC, thermal)
DC power 315 mAT
Imax-min
Imax a 750 mA
Imax b 750 mA
Imin 0mA

Power consumption
Power consumption in W:

Boxed 230 VAC version 1.5-35W
Boxed metal/plastic12-24 VDC version/ 1W-1.5W +
PCB 12-24 VDC version GSM/LTE-M/GPRS: +10-100mW
LAN: +100mwW
POTS: +1W
Battery charger
Boxed 230 VAC version 13.72V at 20°C

100-1500mA configurable: 1/10C (=720mA with 7.2Ah batt.)
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Battery
Type 12 Volts 7,0 Ah
Duration at mains trouble 48-72 hour

+POTS 24-36 hour
Duration decline at 1 hour DSL aux power 4-12 hour
Internal resistance with circuit max. 0,5 Ohm
Max. battery current at mains failure 1.85A / peak 4A

Aux output power
Voltage range min. 9V max. 24V
Output power 18W max or 1.5A max, whichever is greater

Inputs (Zones)

Motherboard
Analogue zones 8
Digital zones 2

Expansion board
Analogue zones 16
Maximum number of expansion boards 3

Zone activation
Motherboard
Analogue zones activation delay 100 ms — 60 minutes
activation delay programmable
activation setting programmable: normally open
normally closed
single resistor 10 KQ
double resistor 8k2 / 15kQ
programmable 0-4V/10Q-320kQ/0-20mA
Digital zones  activation delay 100 ms — 60 minutes
activation delay programmable
activation setting programmable normally open
normally closed

Tamper switch activation delay 100 ms — 60 minutes

Activation setting normally closed
Expansion board
Analogue zones activation delay 100ms
activation setting programmable normally open

normally closed
single resistor 10 KQ
double resistor 8k2 / 15kQ

Outputs
Motherboard
Relay or O.C. outputs 2
Activation
Programmable remote activation
local alarm
positive or negative acknowledge
local trouble
normally open
normally closed
Maximum switching power 0.C. 30V 500mA

Relay 220VDC/250VAC 60W/62.5VA resistive
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Transmission path
Ethernet

LTE-M/GPRS

Alarm transmission
Number of connections
IP format
Alarm format
Sequences
Timers

Alarm monitoring

AC power
Battery

DC power
Aux power

LAN/Ethernet port
LTE-M/GPRS

10BASE-T/100BASE-TX, AutoNegotiation, Auto MDI-X
Cable RJ-45 CATS5 shielded

Quad band 2G

LTE CAT-M 800 Mhz (band 20), 900 Mhz (band 8),
1800 Mhz (band 3)

Cable: RG174 maximum length 10 meters

8

TCP/UDP over IPV4
SIA/SIA-DC9/CID-DC9/VdS2465
8

8

delay programmable

alarm 12,00 <V

Restore 13,00 >V

alarm 22,00 <V

restore 23,00 >V

alarm Param-lt <V

Restore Param-It >V

local access

GSM registration, LTE-M/GPRS registration
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	1 General information
	De TSEC 3000 is an IP – LTE-M/GPRS alarm transmitter equipped with multiple transmission paths. The basic versions has a LAN-WAN ethernet port for open and closed networks. An optional GSM module offers a backup or primary transmission using LTE-M or ...
	1.1 Product indication

	The TSEC 3000E (-GP) 12-28 VDC basic version with ethernet port is also available with the factory installed GSM, ESPA and-or Dial capture modules:
	The TSEC 3000C (-GP) 90-260 VAC basic version with ethernet port is equipped with an integrated AC power supply, temperature controlled battery charger and programmable 18W AUX DC power output. The TSEC 3000 C is also available with the factory instal...
	2 Power supply
	3 IP Ethernet port
	4 IP LTE-M/GPRS module
	5 Alarm format
	5.1 EN 50136-1 monitoring of transmission paths

	6 Installation and terminals
	6.1 Installation
	6.1.1 E version
	6.1.2 C version

	6.2 Terminals power and communication
	6.3 Terminal inputs
	6.4 Terminal outputs
	6.5 USB
	6.6 Tamper switch
	6.7 Alarm panel dial capture (POTS)
	6.8 Input expander card
	6.9 ESPA

	7 LED indication
	8 Param-It+ configuration
	8.1 Connecting the TSEC 3000
	8.2 Password TSEC 3000
	8.3 Computer: Saving and reading a TSEC 3000 configuration
	8.4 TSEC 3000:  Reading a configuration
	8.5 Entering or altering a configuration
	8.6 Tab Modules

	 APN: Access Point, check LTE-M/GPRS provider
	 Username: Login name, check LTE-M/GPRS provider
	 Password: Login password, check LTE-M/GPRS provider
	 The TSEC 3000 uses DHCP to obtain IP settings.
	 The TSEC 3000 tries to obtain the preferred IP settings in DHCP mode. If these settings are not issued by the router it will use the through DHCP obtained IP settings.
	 Disable the DHCP box to enter manual IP settings.
	NTP (time servers)
	8.7     Tab Reporting
	8.8 Tab Encryption
	8.9  Tab Inputs
	8.9.1  Alarm inputs (8 analogue guarded inputs):


	The eight analogue guarded inputs are suitable to connect EN54-21, burglary, technical and temperature alarms. Per input several setting are available:
	 Type, dropbox options for electrical connection to the input :
	o Disabled, input is deactivated
	o Normally open, NO input activates on closing
	o Normally closed, NC input activates on opening
	o 10K guarded, single resistor 10KΩ is restored. Input activation on short and open
	o Double resistor guarded, 8K2 is restored, 23K2 is alarm, open or short triggers tamper alarm (EN54-21)
	o Siemens BMC N.O., configuration for normally open contact of Siemens fire panels
	o Siemens BMC N.C., configuration for normally closed contact of Siemens fire panels
	o Bosch BMC N.C. fire, configuration for normally closed contact of Bosch fire panels for fire alarms
	o Bosch BMC N.C. trouble, configuration forr normally closed contact of Bosch fire panels for trouble messages
	o PT1000 temp. Sensor, highly accurate temperature measurement in combination with Telesignal Temp Sensor board. Per sensor three alarm levels are available with hysteresis. Crossing the levels activates an alarm or restore. Temperature measurements c...
	o TDK 3950 temp. Sensor, low cost less accurate temperature measurement directly connected to the TSEC input. Per sensor three alarm levels are available with hysteresis. Crossing the levels activates an alarm or restore. Temperature measurements can ...
	o Analog value (mV), analogue measurement of 1-10V outputs used for specific projects, contact Telesignal for applications.
	o Light sensor, LUX measurement of 1-10V outputs used for specific projects, contact Telesignal for applications.
	 Delay, setting in hours:minutes:seconds. Reporting delay per input, when the input is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the input becomes active again w...
	 Sequence, dropbox for selection of the sequence for this input as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Alarm, dropbox voor selection of the SIA alarm type sent at activation of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of the avai...
	 Partition, entry for partition (area) number for the input.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.9.2  Aux inputs (2 digital inputs):

	The digital inputs are mostly used for internal triggers like a box tamper switch or test key switch.
	 Type, dropbox options for electrical connection to the input :
	o Disabled, input is deactivated
	o Normally open, NO input activates on closing
	o Normally closed, NC input activates on opening
	 Delay, setting in hours:minutes:seconds. Reporting delay per input, when the input is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the input becomes active again w...
	 Sequence, dropbox for selection of the sequence for this input as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Alarm, dropbox voor selection of the SIA alarm type sent at activation of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of the avai...
	 Partition, entry for partition (area) number for the input.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.9.3 Power (C versions):

	The TSEC 3000 C versions are equipped with an internal power supply. When a C version is selected or connected the power tab sheet is activated for the configuration of the parameters.
	 Input:
	o Power, AC supply 90-260 VAC 50/60Hz
	o Battery, backup power
	o Aux. output, programmable DC output
	o Temperature, DRP2 present and DRP2 charger error are not activated in this version, leave setting to Disabled.
	 Type, dropbox options for activation of the power monitoring:
	o Disabled, no monitoring
	o Enabled, monitoring active
	 Delay, setting in hours:minutes:seconds. Reporting delay per power source,
	when the power source is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the power source fails again within the delay time, no restore report is sent.
	 Sequence, dropbox for selection of the sequence for this power source as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Alarm, dropbox voor selection of the SIA alarm type sent at failure of the power source. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the power source. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of t...
	 Partition, entry for partition (area) number for the power source.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	DRP setting, configuration parameters for the internal power supply.
	 Auxiliary power maximum output 18W
	o Aux. voltage, programmable output 9 to 24VDC. At AC power failure the battery will take over the power for the AUX output including the voltage booster to keep the output voltage at the configured level. If a GSM backup is configured the AUX power o...
	o AUX. powers Ethernet-router or modem, ticking this box activates a mechanism that resets the AUX output power for 30 seconds when the communication through the ethernet port is in failure for more than 30 minutes. This will restart the router-modem ...
	 Battery setting
	o Capacity, the DRP2 power supply support batteries from 0,8Ah to 17Ah. The charger current and curve is set to the selected battery and is temperature controlled.
	8.9.4  Timers (test reports and poll monitoring:

	The eight internal timers can trigger poll monitoring messages, periodic test- and measurement-status reports. The poll monitoring supports the maximum reporting time classes according to EN50136-1 except SP1. Program the poll monitoring always to tim...
	 Timer setting, dropbox selection for:
	o Disabled, Timer is off
	o Enabled, Timer is set for periodic test- and measurement reports
	o Poll, Timer is activated for poll monitoring
	 Interval/Clock, interval time in hours:minutes:seconds. the poll interval for a 50136-1 class is automatically set after selection of the class in the Risc class setting field en shown with a green background colour.
	The interval for conventional test reports are set in the Advanced timer section. The interval is programmable over four tab sheets:
	Timed, interval shorter than one day
	Daily, interval shorter than one week
	Weekly, interval with week schedule
	Monthly, interval with monthly schedule
	Press the Apply button the store and activate the timer. At the right side the next timer occurrence is shown.
	 Sequence, dropbox for selection of the sequence for this timer report as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Event, dropbox voor type of timer message.
	o Automatic test, standard SIA RP or Contact ID 602 report
	o Manual test, SIA RX or Contact ID 602 report.
	o No reporting
	o Poll, setting for manual poll interval. Select <manual> (Specific timer setting) at the Risc class setting field.
	o Timed function, setting for periodic measurements. Set the interval time at the Advanced timers section and select the analogue inputs in the function column.
	o VdS test report, select this event when VdS 2465 format is used
	 Function, set only when timed function is selected.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.9.5  System:

	In the System Tab the configuration for the cover switch (C versions), the local transmission (GSM and Ethernet) paths monitoring and some system and options settings are programmed. Options are f.i. ESPA guarding. These option become visible when pre...
	Local monitoring GSM/LTE-M/GPRS checks:
	 PIN code OK
	 GSM registration OK
	 LTE-M/GPRS IP address obtained
	 Signal strength sufficient for reporting and maintaining registration
	 Physical connection with the network OK
	 Ethernet layers (MAC address , ARP) OK
	 IP address obtained
	 Input:
	o Cover, tamper switch on C version board
	o GSM IP, local GSM monitoring
	o Ethernet IP, local ethernet monitoring
	 Monitoring, dropbox options for activation of the monitoring:
	o Disabled, no monitoring
	o Enabled, monitoring active
	 Delay, setting in hours:minutes:seconds. Reporting delay per transmission path, when the transmission path is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the tran...
	Remark: set the delay for GSM to at least 2 minutes to avoid unnecessary alarms.
	 Sequence, dropbox for selection of the sequence for the system reports as configured in the Reporting tab sheet. If Clear is selected no reports are sent but the LED indication at failure is still present.
	 Alarm, dropbox voor selection of the SIA alarm type sent at failure of the system event. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	Fixed codes:
	o TA0301 cover tamper switch active
	o YS0009 GSM/LTE-M/GPRS failure )
	o YS0013 Ethernet failure
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the system event. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of t...
	Fixed codes:
	o TR0301 cover tamper switch restore
	o YK0009 GSM/LTE-M/GPRS restore
	o YK0013 Ethernet restore
	 Partition, entry for partition (area) number for the power source.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.9.6 Expander inputs (3 x 20 analogue guarded inputs):

	The modular architecture of the TSEC 3000 series offers several expander card options. The expander cards are connected to the I2C BUS and are guarded by the TSEC 3000. The configuration of the cards is integrated into the ParamIt+ tool. The input exp...
	Every card can be activated separately in the tab Expander. The TSEC 3000 monitors the communication to each card en can sent a status report if a cards fails. SIA ET for expander trouble and ER for expander restore.
	The 20 analogue guarded inputs are suitable to connect EN54-21, burglary, technical and temperature alarms. Per input several setting are available:
	 Type, dropbox options for electrical connection to the input :
	o Disabled, input is deactivated
	o Normally open, NO input activates on closing
	o Normally closed, NC input activates on opening
	o 10K guarded, single resistor 10KΩ is restored. Input activation on short and open
	o Double resistor guarded, 8K2 is restored, 23K2 is alarm, open or short triggers tamper alarm (EN54-21)
	o Siemens BMC N.O., configuration for normally open contact of Siemens fire panels
	o Siemens BMC N.C., configuration for normally closed contact of Siemens fire panels
	o Bosch BMC N.C. fire, configuration for normally closed contact of Bosch fire panels for fire alarms
	o Bosch BMC N.C. trouble, configuration forr normally closed contact of Bosch fire panels for trouble messages
	o PT1000 temp. Sensor, highly accurate temperature measurement in combination with Telesignal Temp Sensor board. Per sensor three alarm levels are available with hysteresis. Crossing the levels activates an alarm or restore. Temperature measurements c...
	o TDK 3950 temp. Sensor, low cost less accurate temperature measurement directly connected to the TSEC input. Per sensor three alarm levels are available with hysteresis. Crossing the levels activates an alarm or restore. Temperature measurements can ...
	o Analog value (mV), analogue measurement of 1-10V outputs used for specific projects, contact Telesignal for applications.
	o Light sensor, LUX measurement of 1-10V outputs used for specific projects, contact Telesignal for applications.
	 Delay, setting in hours:minutes:seconds. Reporting delay per input, when the input is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the input becomes active again w...
	 Sequence, dropbox for selection of the sequence for this input as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Alarm, dropbox voor selection of the SIA alarm type sent at activation of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of the avai...
	 Partition, entry for partition (area) number for the input.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.10 Outputs

	The TSEC 3000 is equipped with two onboard signal relays. The relay expander card is used for light switching and telemetric projects and not described in this manual.
	The two onboard relays OUT1 and OUT2 are configurable to three functions:
	 Fail to communicate, the output is activated if no acknowledgement is received from the receiver after the third attempt (not at test reports) and again deactivated at the next received acknowledgement. Normally this function is set to OUT1.
	 VdS, the output is activated if a failure occurs in the transmission paths, power supply or an internal board error. Use this function only for OUT2 in normally closed setting, the hardware is designed to activate the output even when the CPU stops.
	 Net failure, the output is activated at AC power loss.
	The option selection offers a normally closed output setting and a automatic deactivation at reset of the TSEC 3000. The remote controlled function is not available in these TSEC versions.
	Remark: after sending the parameters the TSEC 3000 will reboot and send the actual status of all programmed reports. During reboot the green LED flashes, depending on the configuration this can take up to two minutes. The bottom yellow LED flashes dur...
	9 Diagnose
	9.1 Modules
	9.1.1 GSM
	9.1.2 Time
	9.1.3 Ethernet
	9.1.4 Power
	9.1.5 POTS

	9.2  Diagnose inputs
	9.3  Diagnose Outputs
	9.4 Diagnose Event log

	The event log is read until the last reboot, to read further back simply scroll down or click the Page Down button on your keyboard.
	New messages are indicated on the Refresh button as (NEW xx). Pressing the Clear button erases the log on your screen, not in the TSEC 3000.
	With the Event log filter it is easy to select the events you are interested in like only the Reporting events of the Power supply or the GSM status of the System.
	The Read and save button will read the entire event log and saves it into the Log folder. With the Import button a saved log can be read into ParamIt+ for further diagnoses. Telesignal support can ask for a log to investigate issues.
	9.5 Diagnose System log

	10 Upgrade firmware
	11 ParamIt+ update
	ParamIt+ checks for updates at every program start when the computer is connected to the internet. Updates are automatically downloaded and installed.
	De software is also downloadable via:
	http://download.telesignal.com
	Login
	Gebruikersnaam (username): telesignal
	Wachtwoord (password): support
	12 Support
	For technical information and support contact our support desk at + 31 (0)318-521111
	Open on working days from 08:30 until 17:00. Remote support is available with Teamviewer and Anydesk. An Anydesk session can be started by clicking the icon below.
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