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         Notice, read this manual prior to installation. 

  

 
 

 
         Notice, in the event of disposal, hand it in at the designated place, do not place it in the waste 

 

 

 

 

        If the TSEC 3000 is powered from an AC / DC adapter, a SELV type  

Power supply with double insulation construction should be used.  

 

 
          In case of a battery powered supply or an inadequately fused power supply, a 315 mA fuse  

should be included in the power line. 
 
          Only use the antenna supplied, do not use an antenna with amplification. 

 

 
Clean the product with a dry cloth, do not use a damp cloth. 

Separate packaging: paper and cardboard with paper waste, others with residual waste. 

Transport and storage: see technical specifications chapter 12 of the TSEC 3000 manual. 

 

For returns and repairs, please contact Telesignal. 
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1 General information  

De TSEC 3000 is an IP – LTE-M/GPRS alarm transmitter equipped with multiple transmission 

paths. The basic versions has a LAN-WAN ethernet port for open and closed networks. An 

optional GSM module offers a backup or primary transmission using LTE-M or GPRS mobile 

networks. Alarms are triggered over the standard analogue guarded inputs or the optional dial 

capture port for SIA and Contact-ID PSTN alarm panels. The TSEC 3000 is available for 90-260 

VAC power supplies (C versions) and for 12-28 VDC power supplies (E versions). The ESPA 

version has an additional RS232 ESPA 4.4.4 port to connect directly to a fire panel. The ESPA 

version is described in a separate manual. 

1.1 Product indication 

The TSEC 3000E (-GP) 12-28 VDC basic version with ethernet port is also available with the 

factory installed GSM, ESPA and-or Dial capture modules: 

 

TSEC3000E 12V-28 VDC Ethernet 

-G GSM LTE-M/GPRS module 

-P Dial capture module 

-GP GSM LTE-M/GPRS & Dial capture module 

..ESPA Above versions with additional RS232 ESPA 

 

The TSEC 3000C (-GP) 90-260 VAC basic version with ethernet port is equipped with an 

integrated AC power supply, temperature controlled battery charger and programmable 18W 

AUX DC power output. The TSEC 3000 C is also available with the factory installed GSM, ESPA 

and-or Dial capture modules: 

 

TSEC3000C 90-260 VAC Ethernet 

-G GSM LTE-M/GPRS module 

-P Dial capture module 

-GP GSM LTE-M/GPRS & Dial capture module 

..ESPA Above versions with additional RS232 ESPA 

 

2 Power supply 

The E Version is suitable for any SELV type DC power supply in a range of 12-28 VDC, f.i. an 

alarm- or fire panel. The C version is suitable for an AC power supply in a range of 90-260 VAC 

50/60Hz. The battery charger is configurable for 12V batteries in a range of 1.2Ah to 7Ah.  The 

integrated GSM module is powered by the TSEC 3000 internal supply. Please notice that most 

LAN-WAN networks are not equipped with a backup power supply. The programmable 9-24VDC 

18W AUX DC power output of the C version can be used to power a DSL modem and is battery 

supplied by the TSEC 3000 at AC power failure. 

3 IP Ethernet port 

The ethernet port has autosensing for 100Mb and 10Mb speeds. The transmission to the 

monitoring station is in UDP or TCP and support several alarm protocols like DC-09 and VdS 

2465.     

4 IP LTE-M/GPRS module 

The GSM module supports both 2G and the new LTE-M. LTE-M is the m2m band of the 4G 

network. The TSEC 3000 has a fallback option to switch from LTE-M to 2G when LTE-M is not 

available. When fallback is activated and the TSEC 3000 is connected to the 2G network, there 

is also a mechanism that checks at regular intervals if LTE-M is available. If so the TSEC 3000 

will switch to the LTE-M network. All TSEC 3000 versions use a robust SMA female terminal and 

are standard supplied with a 2G/LTE-M self-adhesive white antenna for indoor use. Additional 

outdoor antennas and extension cables are available.    
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5 Alarm format 

The TSEC 3000 transmits the alarms in the standard DC-09 format. Transmission in both SIA 

and Contact-ID are possible in the DC-09 format. DC-09 format is an open standard and is 

commonly used in most monitoring stations. For German spoken countries the VdS 2465 in event 

driven format is available in the TSEC 3000. The TSEC 3000 can encrypt both DC09 and VdS 

2465 with AES 128, 192 and 256. For VdS 2465 the AES 128 is most used.  

5.1 EN 50136-1 monitoring of transmission paths  

In the EN 50136-1/2012, ten transmission classes are defined, six for single path (SP1 to SP6) and 

four for dual path (DP1 to DP4) connections. The guarding of the transmission paths is done by 

transmitting poll messages at regular intervals. Exception is the SP1 class where a regular test message 

is used, the SP1 class is normally not used for transmission to a monitoring station.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The TSEC 3000 supports all classes, for the DP classes the secondary path switches to the primary 

interval when primary fails. The times in the table above are the maximum limits. The standard settings 

in the TSEC 3000 sends two poll messages within this limit but not faster than one third of the guarding 

time. For instance DP1 primary is send every 10 hours and secondary every 20 hours. The DP classes 

are only available in the TSEC 3000 with the optional GSM module. The alarm receiver at the monitoring 

station guards the poll intervals. Normally separate IP addresses and port numbers are used for primary 

and secondary connections.  

6 Installation and terminals 

The TSEC 3000 is installed between the alarm- or fire panel and the infrastructure. The connections 

are limited to the power supply, the local LAN network, the GSM antenna and the PSTN connection 

and/or the inputs of the alarm- or fire panel.  

6.1 Installation 

The TSEC 3000 is available in three types of enclosures. The E is available in a plastic and metal wall 

mount enclosure. For EN54-21 applications we recommend the metal enclosure for easy installation of 

the E30 wiring, for the ESPA option the metal wall mount enclosure is neccesary. The C version is only 

available in a metal wall mount enclosure.  

6.1.1 E version 

Plastic enclosure: 

Open the enclosure by removing the screw at the bottom and flip the lid open. In the bottom are four 

slotted mounting holes. On the left, right and bottom side are three cable entries. 

  SP1 SP2 SP3 SP4 SP5 SP6 DP1 DP2 DP3 DP4 

Primary ATP reporting 
time 

32 
days 

25 
hours 

30 
Min. 

3 
Min. 

90 
Sec. 

20 
Sec. 

25 
hours 

30 
Min. 

3 
Min. 

90 
Sec. 

Secondary ATP 
reporting time 

n.a. n.a. n.a. n.a. n.a. n.a. 
50 
hours 

25 
hours 

25 
hours 

5 
hours 

Secondary ATP 
reporting time when 
primary failed 

n.a. n.a. n.a. n.a. n.a. n.a. 
25 
hours 

30 
Min. 

3 
Min. 

90 
Sec. 



  
 

 
 

 
            TSEC 3000 V1.08 uk    pag. 6  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Metal enclosure: 

The bottom part of the metal enclosure for the E versions has four M6 mounting holes. Install the lid 

by hooking it underneath on the bottom left side and tilt it down to the right. Keep an extra space of 

40 mm on the left side to hook the lid. The lid is mounted with two M5 bolts, the top one has a seal 

possibility.   

 

 

 

 

 

6.1.2 C version 

The bottom part of the metal enclosure for the C versions has four M6 mounting holes. Install the lid 

by hooking it underneath on the bottom left side and tilt it down to the right. Keep an extra space of 

40 mm on the left side to hook the lid. The lid is mounted with two M6 bolts, the top one has a seal 

possibility.   
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6.2 Terminals power and communication 

The terminals at this point are limited to: 

 

Ethernet, a RJ-45 network cable is supplied with the TSEC 3000. Connect the cable to the ethernet 

port of the TSEC 3000 and a free port on the customer LAN or WAN network. The TSEC 3000 support 

10 and 100Mb autosensing.  

 

Power supply 10-28 VDC version, the TSEC 3000 E versions can be powered directly from the alarm- 

or fire panel. The DC supply range is 12 to 28VDC. The power consumption at standby is 40mA (70 

mA for P/G versions) and for short periods 80 mA (150 mA for P/G versions) at 12VDC.  

 

 

        If powered through an external AC/DC adapter, use a SELV type with  

double isolation class.  

 

  
             Make sure the external power supply or battery is fused with a 315 mA T fuse. 
 

The screw terminal is suited for 0,2 ~2,5 mm2 wiring, maximum torque 0,4 Nm 

 

GSM Antenna, connect the standard supplied self-adhesive antenna to the SMA terminal. Don’t install 

the antenna on a metal surface. Check the diagnostics screen in the ParamIt+ tool for optimal signal 

reception.  

 
 
            Use only antennas supplied by Telesignal, don’t use external antenna amplifiers. 
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Fig: TSEC 3000 terminals 

 

 Power supply 90-260 VAC 

The C versions are equipped with an integrated DRP-2 DC-DC converter which is powered by the 

industrial AC-DC adapter. The L-N-Ground is connected to the terminal block with integrated 3,15 

A T fuse. The battery connection and charger has a red (plus) and black (minus) lead with 4,8 

mm terminals and a self-adhesive temperature sensor. Mount the sensor on the battery, use some 

additional tape to attach the sensor firmer. The charger is programmable for batteries with 

capacities from 0,8 to 17 Ah. The Aux output is programmable between 9 and 24 VDC with a 

maximum of 18 watts and can be used to power an external device like a DSL modem. At AC 

power failure the DRP-2 converter can boost the 12VDC battery output to the programmed AUX 

output. Depending on the presence of a GSM backup the AUX power shuts down one hour after 

AC failure to use maximum battery capacity for optimum GSM uptime. 

 

The screw terminal is suited for 0,5 ~2,5 mm2 wiring, maximum torque 0,6 Nm 

6.3 Terminal inputs  

The TSEC 3000 mainboard of both the E and C versions are equipped with eight analogue (A1 

to A8) and two digital inputs D1 and D2. Each analogue input is configurable for NO, NC, single 

resistor or double resistor guarded. For easy installation of the double resistor guarded in EN54-

21 applications, Telesignal supplies a small PCB (R-Block) suitable for three inputs. Each digital 

input is configurable for NO or NC. Per two inputs one common is available. All commons are 

interconnected. See figure TSEC 3000 terminals.  

 

  The screw terminal is suited for 0,2 ~1,5 mm2 wiring, maximum torque 0,4 Nm 
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6.4 Terminal outputs 

The TSEC 3000 mainboard is equipped with a FTC (fail to communicate) and a failure relay output. 

 

Default: 

OUT1 = FTC 

OUT2 = Failure 

 

OUT1 is a NO contact. If an alarm event is not acknowledged after three attempts the FTC output 

becomes active. At the first next acknowledgement the output resets.  

 

OUT2 is a NC contact that opens if a local LAN, GSM, power or CPU failure occurs. The output closes 

after all the failures are restored. 

6.5 USB 

The mini USB port is used for configuration, diagnostics and firmware upgrades. 

6.6 Tamper switch 

The E version enclosures are supplied with a tamper switch with leads that can be connected to either 

the TSEC 3000 or an alarm panel. The C versions are equipped with an integrated monitored tamper 

switch on the mainboard. Reporting and delay options are configurable.  

6.7 Alarm panel dial capture (POTS) 

The TSEC 3000 versions with an integrated dial capture port (P) can convert analogue PSTN SIA 

and Contact-ID calls to DC09 IP reporting. The dial capture port emulates the analogue phone 

line, read and check the alarms from the panel, convert the alarms to DC09 and transmit the 

alarm to the monitoring station. Connect the analogue PSTN dialler (tip-ring) from the alarm 

panel to the RJ11 port of the TSEC 3000. The TSEC 3000 can use the phone number and account 

number from the panel or the programmed account number in the TSEC 3000. In the second 

situation no additional programming is required in the alarm panel.  

6.8 Input expander card 

With the input expander card 20 

analogue guarded inputs are added 

to the TSEC 3000. A maximum of 

three cards can be installed 

increasing the total inputs to 68. The 

first expander card can be mounted 

inside the standard E and C version 

metal enclosures. For use of two or 

three expander cards the TSEC 3000 

expander enclosure is available. The 

card address is configured by jumper 

setting. Each card is monitored by 

the TSEC 3000 and reported if a failure occurs. 

6.9 ESPA 

With the ESPA expansion it is possible to send detailed reports from the fire panel to the 

monitoring station. Normally only manual fire alarm or smoke detector fire alarms are available 

over two relay outputs. Now every detector connected to the fire panel is reported separately. 

The ESPA configuration in the TSEC 3000 allows flexible activation using the call address and 

display message of the 4.4.4 protocol. See the TSEC 3000 ESPA V1.02 UK manual for detailed 

information about ESPA installation and programming. 

 

 

 



  
 

 
 

 
            TSEC 3000 V1.08 uk    pag. 10  

7 LED indication 

The TSEC 3000 is equipped with four status LED’s: 

 

Green  ON: power OK, TSEC 3000 is stand-by (operational) 

FLASHING fast: TSEC 3000 reboots in progress 

FLASHING slow: active tamper on input, expander card or power failure 

 

Red  ON: alarm transmission in progress  

FLASHING slow: transmission failed, retry timer for transmission attempts active 

FLASHING fast: 10 seconds: alarm acknowledged by monitoring site  

 

Yellow C ON: dial capture port active  

 

Yellow ! FLASHING short ON, long OFF: Ethernet failure 

FLASHING long ON, short OFF: LTE-M/GPRS failure 

ON: Ethernet and LTE-M/GPRS failure  

8 Param-It+ configuration 

All parameters for the TSEC 3000 are easily configured with the Param-It+ program tool. Param-It+ 

is the second generation of the universal windows USB program for configuration and diagnostics of 

the Telesignal TSEC 2000 and TSEC 3000 series transmitters. ParamIt+ is free available for download 

on our website, the web-installer takes care of an easy installation and setup 

 

 

Start Param-It+ by double clicking the icon:  

 

 

 

The default login is Name: User1   Password: empty 

 

 
 

Click OK or press the Enter key to go to the start screen: 
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8.1 Connecting the TSEC 3000 

Connect the TSEC 3000 to a power supply and connect the USB cable to the TSEC 3000 or start a 

remote session. 

 

 
 

Enter the WAN IP address of the site, the default port is 64001 and click OK to start the session. 

 

 
 

At the right side a dialog screen appears with the connection progress status: 
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ParamIt+ recognises the TSEC 3000 variant automatically and opens the corresponding program 

sheet. A correct connection is indicated by a green mark on the left bottom of the screen. The TSEC 

3000 variant and the firmware version are read form the TSEC 3000 and shown in the bar.  

 

 
 

If the USB driver wasn’t installed at the installation of ParamIt+ it will be installed at the first USB 

connection to the TSEC 3000. ParamIt+ is divided into several tabs and sub tabs, the best way to 

configure the TSEC 3000 is by going from left to right through the tabs. 

 

The first tab Summary contains some administrative information like device and premises info. The 

device info shows detailed information about the connected TSEC 3000.  

 

The IP address and port are stored in the parameter file (*.tsd) on the computer for an easy remote 

access. Standard port 64001 is used for the remote access.  

 

 

 

 

 

8.2 Password TSEC 3000 

If a password is set and activated in the TSEC 3000 a login screen will appear; 
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If the password is unknown a factory default reset is only possible over a local USB connection.  

A factory default reset will erase all configuration in the TSEC 3000.  

The password can be activated separately for remote and USB (local). 

 

Password required: password mandatory for remote login 

Required for local connection: also mandatory for local USB loging 

 

With the Change password button a new password can be entered. Make sure to read all relevant 

parameters from the TSEC 3000 first before changing the password by clicking the Receive button on 

the top left. Enter the new password twice and send it to the TSEC 3000 to become active using the 

Send button on the top left.  

 

 

 

 

 

 

 

 

 

 

 

 

8.3 Computer: Saving and reading a TSEC 3000 configuration 

Saving a configuration, click on the floppy disk icon or on File > Save as…. 

 

 
A new dialog screen appears. Change the filename and click on the Save button.  

 

 
Reading a configuration, click on the folder icon or on File > Open 
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The standard folder ….\documents\ParamIt+\Parameters opens, select the desired file and click on 

Open.  

8.4 TSEC 3000:  Reading a configuration  

To read the configuration from the TSEC 3000 to the computer click on the Receive button on the top 

left of the configuration sheet.  

 

 

 

 

 

 

 

 

Press OK to confirm. 

  

 

 

 

 

 

 

 

 

 

Confirmation of a successful read, press OK 

 

 
 

8.5 Entering or altering a configuration  

The best way to configure the TSEC 3000 is by programming the tabs from left to right.  

8.6 Tab Modules 

The module tab contains the hardware settings of the TSEC 3000. The availability of a hardware module 

depends on the TSEC version. The ethernet module is always present, GSM module only in G versions, 

POTS module only in P versions and Serial port only in ESPA or other special versions. A non-supported 

module is greyed out.  
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GSM module (G versions) 

The GSM module is integrated on the main board and is used for the wireless reporting. 

 On  GSM module activated  

  Data activated for TCP and UDP reports 

• APN: Access Point, check LTE-M/GPRS provider 

• Username: Login name, check LTE-M/GPRS provider 

• Password: Login password, check LTE-M/GPRS provider  

   PIN code 4 digits and enable box, enable only if a PIN code is activated on the SIM card. 

  Remark! If a LTE-M module is used the PIN code must be disabled. 

  GSM connection setting 

  4G-LTE only; the TSEC 3000 only connects to LTE-M, no fallback to 2G-GPRS. 

  4G-LTE connection fallback; if the TSEC 3000 is connected to the 2G-GPRS network it  

checks every 24 hours if LTE-M is available, if the box is ticked the check is done every  

4 hours. Once connected to LTE-M the TSEC 3000 this function is disabled. 

 

Ethernet module 

The ethernet module is always present on the main board. This LAN port is auto sensing 10-100Mb 

and is used for wired reporting and remote configuration and diagnostics.  

On  Ethernet (LAN) module activated for TCP and UDP reports 

  Obtain IP address via DHCP:   

▪ The TSEC 3000 uses DHCP to obtain IP settings.  

  Enable smart IP configuration: 

▪ The TSEC 3000 tries to obtain the preferred IP settings in DHCP mode. If these 

settings are not issued by the router it will use the through DHCP obtained IP 

settings.  

▪ Disable the DHCP box to enter manual IP settings. 

NTP (time servers)  

 

POTS module (P versions) 

De POTS (Plain Old Telephone System) is an analogue telephone port, also known as dial capture port. 

Connect the PSTN output (tip-ring) of a conventional alarm panel to the POTS port to convert analogue 

SIA or Contact-ID messages to DC09 IP. The POTS ports emulates line voltage, dial and progress tones 

and ringing signals.  
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On  POTS module activated for alarm conversion and Up/Download 

  Panel reporting On 

• Format alarm message format used in the alarm panel. Click the dropbox to select 

SIA, Contact ID or Telim (German format).  

• Rapporting through: 

o Use sequence from panel: configure phone number 901 and the desired 

account number into the analogue alarm panel. This account number is used 

for transmissions to the monitoring centre. If the panel is divided into  

partitions with separate account numbers, these account numbers are used. 

Check with the monitoring centre if they can handle multiple account numbers 

on one IP connection.  

o Sequence x: the configured IP address(es) and account number(s) in the TSEC 

(sheet Reporting) are used for the transmission. The phone- and account 

number from the alarm panel are discarded, only the alarm events triggered 

by the alarm panel are used. This setting allows a conversion to IP without 

any modification or configuration in the alarm panel. This is convenient when 

there is no access to the configuration of the alarm panel.  

 

Up/Download  

The settings and use of the Up/Download option are somewhat complex and depends on the type of 

the alarm panel. Please contact your vendor for detailed information. 

 

Serial port (ESPA option) 

The optional serial port is used to read detailed alarm information from fire panels using the ESPA 4.4.4 

format. The TSEC 3000 converts the detailed messages into DC09 SIA to report to the monitoring 

station. The installation and configuration are described in detail in a separate document.  

 

NTP (time servers) 

For modern IP alarm reporting a synchronised time is necessary and mandatory for optimal DC09 

reporting, verification of performance, automatic test reports and event logging. 

The TSEC 3000 synchronises the internal clock to external time servers with standard NTP format UDP 

port 123. Two IP addresses are available for external time servers. The TSEC 3000 will connect to the 

NTP servers over LAN or GSM. If no NTP servers are available the TSEC 3000 will try to synchronise the 

time to the GSM network or to a compatible monitoring station. If the TSEC 3000 is used in a closed 

network (VPN) the NTP server must be accessible within that network. The TSEC 3000 synchronises the 

time at boot and again every hour. If the time of the TSEC 3000 and the receiver differs more than 5 

minutes, the report is rejected. Modern DC09 receivers can synchronise the TSEC 3000 time if this 

occurs.  

8.7     Tab Reporting 

In the upper half of this sheet up to eight destinations for Ethernet (LAN) and/or GSM transmission 

paths can be configured. Select the type of transmission path, Ethernet or GSM in TCP or UDP format, 

in the column Module. Enter the IP address (4 x 3 digits including leading zero’s) and port number in 

the Address and Port columns. Select Outgoing in the direction column. The Alarm format column 

shows the available alarm formats: 

SIA DC03   Older IP format, only used in specific projects 

SIA DC09   Standard DC09 in SIA format 

CID DC09   Standard DC09 in Contact ID format 

VdS 2465 Bedrafsgst. Standard German VdS 2465 event driven format 

Remote TSEC   Remote connect setting for ParamIt+ (additional listen port) 

ELA ETH   Specific project format 

 

Normally the DC09 variants are used to report to the monitoring stations. 
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Configuration settings:  

• Module, dropbox selection transmission path: 

o Ethernet UDP or TCP. Transmission using the RJ45 LAN fixed connection of the 

TSEC 3000. Select UDP or TCP in accordance to the receiver at the monitoring 

station.  

o LTE-M/GPRS UDP or TCP. Transmission using GSM wireless connection of the 

TSEC 3000. Select UDP or TCP in accordance to the receiver at the monitoring 

station.  

• Type, at this moment only IP address is available. SMS is added in a later stage.  

• Address, enter the IP address of the receiver. The format is always 4 x 3 digits  (also 

enter leading zero’s). 

• Port, port number of the receiver. Often the primary and secondary (backup) path 

uses different port numbers. The receiver monitors both ports 

• Direction, standard Outgoing for reporting. Set to Listen to create a custom UDP or 

TCP listen port. Set to TCP to create an extra port for ParamIt+ remote.   

• Alarm format, the reporting format (protocol) to the receiver. Over the dropbox the 

following formats are available: 

o SIA DC-03, first generation SIA IP reporting, only used in separate projects 

mostly in UDP format. Not te be used for new installations. 

o SIA DC-09, second generation and most commonly used. Support full SIA 

levels. 

o CID DC-09, second generation and most commonly used. Support Contact-ID 

format according to DC09 standard. The account number is always four digits. 

o VdS 2465 Bedrafsgst, standard German VdS 2465 event driven format. 

o Remote TSEC, remote connect setting for ParamIt+ (additional listen port) 

o ELA ETH, specific project format 

 

o Encryption, the  SIA and CID DC-09 and VdS2465 formats can use encryption 

when transmitting the message to the receiver. The key length and data are 

set in the Encryption sheet. Check the receiver specification for the maximum 

length of the key. AES 128 is most commonly used. The TSEC 3000 however 



  
 

 
 

 
            TSEC 3000 V1.08 uk    pag. 18  

can encrypt up to AES 256. The receiver must match the same type, length 

and data of encryption for the account number to decrypt the message 

correctly. An encrypted message includes more data, check the mobile data 

subscription for sufficient coverage. The activation and settings are available 

by clicking the blue configuration wheel in the Connection column.  

 

Clicking the blue wheel activates the options screen. 

 

 
 

Acknowledge timeout, standard 5 seconds change only after consulting our 

support. Normally 5 seconds should be more than enough.  

 

Encryption key index, selects the key that is entered in the Encryption sheet. Two 

free configurable keys are available. Set to 0 for plain transmission without 

encryption.  

Sie next chapter for detailed encryption information.  

 

Extended options, adds extra information for SIA messages at every Poll or at 

reboot. Check the specifications of the receiver first for support of these features.  

 

• ID, unique account number of the TSEC 3000 per destination. Enter a minimum of four 

digits and a maximum of eight digits for SIA DC-09 and VdS 2465. Contact-ID is always 

four digits.  

 

Sequence: 

The sequence determines to what destinations the messages are sent to. Up to eight sequences 

are possible. Per trigger (zone, power, POTS, ESPA etc) the sequence can be set. When the 

phone number from the alarm panel is used, 901 activates sequence one, 902 for sequence two 

etc.   

In the screenshot on the previous page, two destinations are set: destination one for an ethernet 

path and destination two a GSM path. In sequence one, two orders are set: destination 1 and 

destination 2. An alarm that is set to sequence one will start to transmit that alarm using the 

ethernet path of destination one. If the message is received correctly by the receiver the alarm 

is done and the TSEC 3000 stops. If not the TSEC 3000 uses the next order for sequence one, 

in this example destination two and will try to transmit the alarm using the GSM path of 

destination two. The TSEC 3000 retries the alarm until it is received or too old to transmit 

anymore. If Report all is set the TSEC 3000 will send the message to all destinations in that 

sequence regardless of acknowledgements. Poll and test reports are often used to test a certain 

destination or transmission path Therefore, these messages are commonly set to a single order 

sequence. In the example is sequence two used to check the ethernet and three for the GSM 

path. 
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8.8 Tab Encryption 

The TSEC 3000 can encrypt certain formats. The CPU of the TSEC 3000 uses an integrated hardware 

encryptor that supports AES 128 to 256. The calculation of the key takes no more than a couple of 

milliseconds. Encryption ensures that the data is not readable before it reaches the IP network. The 

key consists of hexadecimal values (digits 0-9 and capital letters A to F). Two separate keys can be 

configured and set to different destinations, see previous chapter Reporting.  

 

 
 

The TSEC 3000 support three grades of encryption;  

• AES 128 key length 32 characters (VdS 2465 only supports AES 128)  

• AES 192 key length 48 characters 

• AES 256 key length 64 characters 

 

The key index is a part of the VdS 2465 format. The key index has a maximum length of five digits and 

may not be set to zero. The VdS 2465 options screen is only visible when VdS 2465 Bedarfgst format 

is selected and the blue wheel clicked. 
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8.9  Tab Inputs 

Depending on the TSEC version the tab sheet has four to six sub tabs.   

 

 

8.9.1  Alarm inputs (8 analogue guarded inputs): 

The eight analogue guarded inputs are suitable to connect EN54-21, burglary, technical and 

temperature alarms. Per input several setting are available: 

• Type, dropbox options for electrical connection to the input : 

o Disabled, input is deactivated 

o Normally open, NO input activates on closing 

o Normally closed, NC input activates on opening 

o 10K guarded, single resistor 10KΩ is restored. Input activation on short 

and open    

o Double resistor guarded, 8K2 is restored, 23K2 is alarm, open or short 

triggers tamper alarm (EN54-21) 

o Siemens BMC N.O., configuration for normally open contact of Siemens 

fire panels  

o Siemens BMC N.C., configuration for normally closed contact of Siemens 

fire panels  

o Bosch BMC N.C. fire, configuration for normally closed contact of Bosch 

fire panels for fire alarms 

o Bosch BMC N.C. trouble, configuration forr normally closed contact of 

Bosch fire panels for trouble messages 

o PT1000 temp. Sensor, highly accurate temperature measurement in 

combination with Telesignal Temp Sensor board. Per sensor three alarm 

levels are available with hysteresis. Crossing the levels activates an 

alarm or restore. Temperature measurements can also be sent 

periodically for long time monitoring and registration (see tab Timers).  

o TDK 3950 temp. Sensor, low cost less accurate temperature 

measurement directly connected to the TSEC input. Per sensor three 

alarm levels are available with hysteresis. Crossing the levels activates 

an alarm or restore. Temperature measurements can also be sent 

periodically for long time monitoring and registration (see tab Timers).  
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o Analog value (mV), analogue measurement of 1-10V outputs used for 

specific projects, contact Telesignal for applications.  

o Light sensor, LUX measurement of 1-10V outputs used for specific 

projects, contact Telesignal for applications. 

• Delay, setting in hours:minutes:seconds. Reporting delay per input, when the 

input is restored within the delay time, no alarm report is sent. After activation 

the same delay time is used for the restore report. When the input becomes 

active again within the delay time, no restore report is sent. 

• Sequence, dropbox for selection of the sequence for this input as configured in 

the Reporting tab sheet. If Clear is selected no reports are sent.  

• Alarm, dropbox voor selection of the SIA alarm type sent at activation of the 

input. The corresponding SIA, CID or VdS 2465 code is shown in the line below 

the inputs. 

• Restore, dropbox voor selection of the SIA restore type sent at restore of the 

input. The corresponding SIA, CID or VdS 2465 code is shown in the line below 

the inputs. Select No reporting if a restore report is not needed. The selection 

of the available SIA codes depends on the setting in: 

Options>Settings>Settings Event selection; beside SIA (basic) and SIA 

(extended) lists with project dependent  codes are available.     

• Partition, entry for partition (area) number for the input.  

• Text, configurable text field for a maximum of 16 characters. The text is sent at 

every alarm and restore message if supported by the protocol. Enter only 

characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß 

etc.  

8.9.2  Aux inputs (2 digital inputs): 

The digital inputs are mostly used for internal triggers like a box tamper switch or test key 

switch.  

 

 
• Type, dropbox options for electrical connection to the input : 

o Disabled, input is deactivated 

o Normally open, NO input activates on closing 

o Normally closed, NC input activates on opening 

• Delay, setting in hours:minutes:seconds. Reporting delay per input, when the 

input is restored within the delay time, no alarm report is sent. After activation 

the same delay time is used for the restore report. When the input becomes 

active again within the delay time, no restore report is sent. 

• Sequence, dropbox for selection of the sequence for this input as configured in 

the Reporting tab sheet. If Clear is selected no reports are sent.  

• Alarm, dropbox voor selection of the SIA alarm type sent at activation of the 

input. The corresponding SIA, CID or VdS 2465 code is shown in the line below 

the inputs. 

• Restore, dropbox voor selection of the SIA restore type sent at restore of the 

input. The corresponding SIA, CID or VdS 2465 code is shown in the line below 
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the inputs. Select No reporting if a restore report is not needed. The selection 

of the available SIA codes depends on the setting in: 

Options>Settings>Settings Event selection; beside SIA (basic) and SIA 

(extended) lists with project dependent  codes are available.     

• Partition, entry for partition (area) number for the input.  

• Text, configurable text field for a maximum of 16 characters. The text is sent at 

every alarm and restore message if supported by the protocol. Enter only 

characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß 

etc.  

8.9.3 Power (C versions): 

The TSEC 3000 C versions are equipped with an internal power supply. When a C version is 

selected or connected the power tab sheet is activated for the configuration of the parameters.  

 

 
 

• Input: 

o Power, AC supply 90-260 VAC 50/60Hz 

o Battery, backup power 

o Aux. output, programmable DC output 

o Temperature, DRP2 present and DRP2 charger error are not activated in 

this version, leave setting to Disabled. 

• Type, dropbox options for activation of the power monitoring: 

o Disabled, no monitoring 

o Enabled, monitoring active 

• Delay, setting in hours:minutes:seconds. Reporting delay per power source,  

when the power source is restored within the delay time, no alarm report is 

sent. After activation the same delay time is used for the restore report. When 

the power source fails again within the delay time, no restore report is sent. 
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• Sequence, dropbox for selection of the sequence for this power source as 

configured in the Reporting tab sheet. If Clear is selected no reports are sent.  

• Alarm, dropbox voor selection of the SIA alarm type sent at failure of the power 

source. The corresponding SIA, CID or VdS 2465 code is shown in the line below 

the inputs. 

• Restore, dropbox voor selection of the SIA restore type sent at restore of the 

power source. The corresponding SIA, CID or VdS 2465 code is shown in the 

line below the inputs. Select No reporting if a restore report is not needed. The 

selection of the available SIA codes depends on the setting in: 

Options>Settings>Settings Event selection; beside SIA (basic) and SIA 

(extended) lists with project dependent  codes are available.     

• Partition, entry for partition (area) number for the power source.  

• Text, configurable text field for a maximum of 16 characters. The text is sent at 

every alarm and restore message if supported by the protocol. Enter only 

characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß 

etc.  

 

DRP setting, configuration parameters for the internal power supply.  

• Auxiliary power maximum output 18W 

o Aux. voltage, programmable output 9 to 24VDC. At AC power failure the 

battery will take over the power for the AUX output including the voltage 

booster to keep the output voltage at the configured level. If a GSM 

backup is configured the AUX power output is disconnected after one 

hour AC failure to ensure maximum battery uptime. When the AC power 

is restored and stable for five minutes the AUX power is restored also. If 

no GSM backup is configured the AUX output is powered until the battery 

is too low. 

o AUX. powers Ethernet-router or modem, ticking this box activates a 

mechanism that resets the AUX output power for 30 seconds when the 

communication through the ethernet port is in failure for more than 30 

minutes. This will restart the router-modem to attempt to restore the 

communication.  

• Battery setting 

o Capacity, the DRP2 power supply support batteries from 0,8Ah to 17Ah. 

The charger current and curve is set to the selected battery and is 

temperature controlled.  

8.9.4  Timers (test reports and poll monitoring: 

The eight internal timers can trigger poll monitoring messages, periodic test- and 

measurement-status reports. The poll monitoring supports the maximum reporting time 

classes according to EN50136-1 except SP1. Program the poll monitoring always to timer one 

and two (DP). The settings for the classes are pre-defined, this makes configuration of the 

requested class easy. The pre-defined setting sends two poll messages within the maximum 

time for optimal reliability. Manual setting is also possible for customisation of the timers. In 

DP setting the first timer is reserved for the primary path and the second timer for the 

secondary (backup) path. The internal timer mechanism guards the availability of the paths. 

At a failure of the primary path, the poll interval of the secondary (backup) path switches to 

the interval time of the primary path. Once the primary path is restored again, the timers will 

switch back to the normal setting. Poll messages are normally guarded by the receiver and 

are not visible at the monitoring centre, only status messages such as poll failure or restore 

are visible. Conventional test reports like SIA RP or RX are used for end-to-end registration 

and can also be used for the lower classes SP2 and DP1. The interval can be set in the 

Advanced timers section on the bottom half of the screen. If an alarm panel is connected to 

the POTS port, this alarm panel should trigger the test report to monitor the complete 

installation.  By programming the code %$01 in the Text field at an RP or RX SIA test report 

the ICCID number and provider connection are sent in the text field of the SIA test report to 

keep track of the SIM cards in the field. 
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• Timer setting, dropbox selection for: 

o Disabled, Timer is off 

o Enabled, Timer is set for periodic test- and measurement reports  

o Poll, Timer is activated for poll monitoring 

• Interval/Clock, interval time in hours:minutes:seconds. the poll interval for a 

50136-1 class is automatically set after selection of the class in the Risc class 

setting field en shown with a green background colour.  

The interval for conventional test reports are set in the Advanced timer section. 

The interval is programmable over four tab sheets: 

Timed, interval shorter than one day 

Daily, interval shorter than one week 

Weekly, interval with week schedule 

Monthly, interval with monthly schedule 

Press the Apply button the store and activate the timer. At the right side the 

next timer occurrence is shown.  

• Sequence, dropbox for selection of the sequence for this timer report as 

configured in the Reporting tab sheet. If Clear is selected no reports are sent.  

• Event, dropbox voor type of timer message. 

o Automatic test, standard SIA RP or Contact ID 602 report 

o Manual test, SIA RX or Contact ID 602 report. 

o No reporting 

o Poll, setting for manual poll interval. Select <manual> (Specific timer 

setting) at the Risc class setting field.  
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o Timed function, setting for periodic measurements. Set the interval time 

at the Advanced timers section and select the analogue inputs in the 

function column. 

o VdS test report, select this event when VdS 2465 format is used 

• Function, set only when timed function is selected.  

• Text, configurable text field for a maximum of 16 characters. The text is sent at 

every alarm and restore message if supported by the protocol. Enter only 

characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß 

etc.  

8.9.5  System: 

In the System Tab the configuration for the cover switch (C versions), the local transmission 

(GSM and Ethernet) paths monitoring and some system and options settings are programmed. 

Options are f.i. ESPA guarding. These option become visible when present in the hardware 

configuration. 

  

Local monitoring GSM/LTE-M/GPRS checks: 

• PIN code OK 

• GSM registration OK 

• LTE-M/GPRS IP address obtained 

• Signal strength sufficient for reporting and maintaining registration 

 

Local monitoring Ethernet checks: 

• Physical connection with the network OK 

• Ethernet layers (MAC address , ARP) OK 

• IP address obtained  
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• Input: 

o Cover, tamper switch on C version board 

o GSM IP, local GSM monitoring 

o Ethernet IP, local ethernet monitoring  

• Monitoring, dropbox options for activation of the monitoring: 

o Disabled, no monitoring 

o Enabled, monitoring active 

• Delay, setting in hours:minutes:seconds. Reporting delay per transmission 

path, when the transmission path is restored within the delay time, no alarm 

report is sent. After activation the same delay time is used for the restore report. 

When the transmission path fails again within the delay time, no restore report 

is sent. 

Remark: set the delay for GSM to at least 2 minutes to avoid unnecessary 

alarms. 

• Sequence, dropbox for selection of the sequence for the system reports as 

configured in the Reporting tab sheet. If Clear is selected no reports are sent 

but the LED indication at failure is still present.  

• Alarm, dropbox voor selection of the SIA alarm type sent at failure of the system 

event. The corresponding SIA, CID or VdS 2465 code is shown in the line below 

the inputs. 

Fixed codes:  

o TA0301 cover tamper switch active 

o YS0009 GSM/LTE-M/GPRS failure ) 

o YS0013 Ethernet failure  

• Restore, dropbox voor selection of the SIA restore type sent at restore of the 

system event. The corresponding SIA, CID or VdS 2465 code is shown in the 

line below the inputs. Select No reporting if a restore report is not needed. The 

selection of the available SIA codes depends on the setting in: 

Options>Settings>Settings Event selection; beside SIA (basic) and SIA 

(extended) lists with project dependent  codes are available.   

Fixed codes:  

o TR0301 cover tamper switch restore  

o YK0009 GSM/LTE-M/GPRS restore 

o YK0013 Ethernet restore  

• Partition, entry for partition (area) number for the power source.  

• Text, configurable text field for a maximum of 16 characters. The text is sent at 

every alarm and restore message if supported by the protocol. Enter only 

characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß 

etc.  

8.9.6 Expander inputs (3 x 20 analogue guarded inputs): 

The modular architecture of the TSEC 3000 series offers several expander card options. The 

expander cards are connected to the I2C BUS and are guarded by the TSEC 3000. The 

configuration of the cards is integrated into the ParamIt+ tool. The input expander offers 20 

additional analogue guarded inputs. A maximum of three input cards can be added bringing 

the total to 68 inputs. The first input card can be installed in the standard metal wall mount 

box. When two or three cards are used the wall mount expander box is necessary.  

 

Every card can be activated separately in the tab Expander. The TSEC 3000 monitors the 

communication to each card en can sent a status report if a cards fails. SIA ET for expander 

trouble and ER for expander restore.  
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The 20 analogue guarded inputs are suitable to connect EN54-21, burglary, technical and 

temperature alarms. Per input several setting are available: 

• Type, dropbox options for electrical connection to the input : 

o Disabled, input is deactivated 

o Normally open, NO input activates on closing 

o Normally closed, NC input activates on opening 

o 10K guarded, single resistor 10KΩ is restored. Input activation on short 

and open    

o Double resistor guarded, 8K2 is restored, 23K2 is alarm, open or short 

triggers tamper alarm (EN54-21) 

o Siemens BMC N.O., configuration for normally open contact of Siemens 

fire panels  

o Siemens BMC N.C., configuration for normally closed contact of Siemens 

fire panels  

o Bosch BMC N.C. fire, configuration for normally closed contact of Bosch 

fire panels for fire alarms 

o Bosch BMC N.C. trouble, configuration forr normally closed contact of 

Bosch fire panels for trouble messages 

o PT1000 temp. Sensor, highly accurate temperature measurement in 

combination with Telesignal Temp Sensor board. Per sensor three alarm 

levels are available with hysteresis. Crossing the levels activates an 

alarm or restore. Temperature measurements can also be sent 

periodically for long time monitoring and registration (see tab Timers).  

o TDK 3950 temp. Sensor, low cost less accurate temperature 

measurement directly connected to the TSEC input. Per sensor three 

alarm levels are available with hysteresis. Crossing the levels activates 
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an alarm or restore. Temperature measurements can also be sent 

periodically for long time monitoring and registration (see tab Timers).  

o Analog value (mV), analogue measurement of 1-10V outputs used for 

specific projects, contact Telesignal for applications.  

o Light sensor, LUX measurement of 1-10V outputs used for specific 

projects, contact Telesignal for applications. 

• Delay, setting in hours:minutes:seconds. Reporting delay per input, when the 

input is restored within the delay time, no alarm report is sent. After activation 

the same delay time is used for the restore report. When the input becomes 

active again within the delay time, no restore report is sent. 

• Sequence, dropbox for selection of the sequence for this input as configured in 

the Reporting tab sheet. If Clear is selected no reports are sent.  

• Alarm, dropbox voor selection of the SIA alarm type sent at activation of the 

input. The corresponding SIA, CID or VdS 2465 code is shown in the line below 

the inputs. 

• Restore, dropbox voor selection of the SIA restore type sent at restore of the 

input. The corresponding SIA, CID or VdS 2465 code is shown in the line below 

the inputs. Select No reporting if a restore report is not needed. The selection 

of the available SIA codes depends on the setting in: 

Options>Settings>Settings Event selection; beside SIA (basic) and SIA 

(extended) lists with project dependent  codes are available.     

• Partition, entry for partition (area) number for the input.  

• Text, configurable text field for a maximum of 16 characters. The text is sent at 

every alarm and restore message if supported by the protocol. Enter only 

characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß 

etc.  

8.10 Outputs 

The TSEC 3000 is equipped with two onboard signal relays. The relay expander card is used 

for light switching and telemetric projects and not described in this manual. 

 

 
 

The two onboard relays OUT1 and OUT2 are configurable to three functions: 

• Fail to communicate, the output is activated if no acknowledgement is received from 

the receiver after the third attempt (not at test reports) and again deactivated at the 

next received acknowledgement. Normally this function is set to OUT1. 

• VdS, the output is activated if a failure occurs in the transmission paths, power supply 

or an internal board error. Use this function only for OUT2 in normally closed setting, 

the hardware is designed to activate the output even when the CPU stops. 

• Net failure, the output is activated at AC power loss. 

 

The option selection offers a normally closed output setting and a automatic deactivation at 

reset of the TSEC 3000. The remote controlled function is not available in these TSEC versions. 
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Remark: after sending the parameters the TSEC 3000 will reboot and send the actual status of 

all programmed reports. During reboot the green LED flashes, depending on the configuration 

this can take up to two minutes. The bottom yellow LED flashes during the delay setting of the 

transmission paths. When all transmission paths are operational and the time is synced correctly 

the LED will go out.  

9 Diagnose  

The tab Diagnose is a very helpful tool for the installer. It gives real time formation about transmission 

paths, power supply and all inputs and output, the tab contains four sub tabs: 

 

• Modules, status of the GSM, Ethernet, power supply, POTS and time synchronisation. 

• Inputs, status of all onboard and expander inputs  

• Outputs, status of all onboard and expander outputs 

• Event log, detailed log of all internal and external events, reports and hardware issues 

• System log, detailed realtime log of system events 

9.1 Modules 

 

 

9.1.1 GSM 

The GSM diagnose provides detailed information about the connection status, SIM card, network 

technology and data usage of the TSEC 3000 G versions.  

 

A green indication shows the correct operation. 

ON  GSM module is activated 

PIN  PIN code corresponds with the SIM card 

Reg  Registration to the network successful 

Data   IP address obtained from the GSM network provider, transmission over IP   

  available 

 Listen  blue indication for active listen port on GSM module, this is only available within  

closed networks. Grey indicates a deactivated listen port (default)  
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Signal strength 

The signal strength is updated every few seconds and offers the installer a tool to locate the optimal 

antenna position on site.  

 

0%   ..  16% ( red) -> very weak signal, change location, use extension cable or other antenna  

16% ..  25% ( yellow) -> weak signal, usable but recommended for improvement 

25% ..  35% (green) -> average signal 

35% ..  67% (green) -> good signal 

67% .. 100% (green) -> strong/optimal signal 

 

Own IP obtained IP address form the network provider 

IMEI  hardware serial number of the GSM module 

ICCID  unique SIM identification number of the SIM card 

Number GSM phone number, only visible if not blocked 

Operator provider of the active connection, only visible if not blocked 

SMSC  SMS service number when using SMS messaging 

Module GSM module type installed on the TSEC 3000: 

   Enfora: older 2G module 

   Telit: 2G module 

   Sara R412: LTE (4G) CAT-M with 2G fallback 

Version GSM module software version 

Technology GSM technology of the active connection 

 

Data usage 

Indication of the transmitted (upload) and received (download) through the GSM network of today and 

yesterday. 

9.1.2 Time   

Status for the time synchronisation. The received time is shown in the System date/time field. The 

background indicates the status of the time: 

 

  Green   correct synchronisation with external NTP timeserver  

  Blue  correct synchronisation with external time source like the GSM network 

  Red  time not set, synchronisation not possible or in progress 

   

(after power down it can take a while before the time is synchronised again. 

9.1.3 Ethernet 

The Ethernet diagnose provides detailed information about the connection status. 

  

A green indication shows the correct operation. 

ON  LAN module is activated 

Link  LAN/Network cable is connected 

ETH  Ethernet active, MAC address is valid 

IP  IP address obtained through DHCP or fixed settings 

DHCP  DHCP-server active in the network 

 

Local IP obtained or configured IP address 

DNS1  IP address Domain Name Server1 (n.a.) 

DNS2  IP address Domain Name Server2 (n.a.) 

Gateway obtained or configured IP address of the Gateway 

Netmask  obtained or configured IP address of the Netmask 

DHCP server IP address of the DHCP server in the network 

MAC  TSEC 3000 unique MAC address   
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9.1.4 Power   

The Power diagnose is only active in the C versions with the integrated power supply. On the top the 

installed firmware version of the power supply is shown: Power (ver.: xx.xx) 

 

 

Supply  Voltage output of the 24 V AC-DC converter (red background and unplugged 

power cord icon indicates an AC power failure.  

Battery DC level (background red for battery low, yellow for missing temperature sensor) 

Aux  Aux voltage output level (red background indicates a short on the output)  

Temp.  internal power supply temperature 

Charging real time charge current to the battery 

ESR  internal battery resistance, indication of battery health. It should be used as an  

Indication and depends on the battery type. Maximum reference values are: 

0.8Ah: 1000mΩ 

1.2Ah:  800mΩ 

3.2Ah:  600mΩ 

7.2Ah:  500mΩ 

9.1.5 POTS 

The POTS diagnose shows the status of the dial capture port and the information received from the 

PSTN alarm panel.   

 

Off hook  inner circle turns black when the PSTN dialler from the alarm panel is active  

Phone number indication of the last received phone number from the alarm panel  

 Call progress  Idle: port not active 

   Dialtone: TSEC 3000 generates dialtone 

   Modem training: communication start (kiss on) 

   Data State: (SIA)  (CID) detected alarm format, reading in progress 

   Idle: port not active (kiss off) 

9.2  Diagnose inputs 

This sheet shows the real time status of all inputs and is very helpful for checking the wiring of an 

installation. Extra options like ESPA are visible also in this sheet.   

 

Board analog   8 guarded analogue inputs A1-A8 on the TSEC 3000 motherboard  

Board digital   2 digital inputs D1-D2 on the TSEC 3000 motherboard  

Expander card x 20 guarded analogue inputs A1-A20 on the expander card 1, 2 or 3  

   the firmware version for each card is shown 

   Operational green indicates for correct communication, red for card  

failure. Depending on the firmware version the temperature 

of the card is visible 

 

System  Cover switch (C versions)  

PT1000/NTC  Temperature reading from the connected probe 

 

Legend: Green: restored/inactive 

   Orange: during delay time 

   Red: active 

   Yellow: tamper (double resistor guarded inputs) 

   Black: status unknown (parameters not received from TSEC 3000)  

   Grey: not configured (disabled) 
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9.3  Diagnose Outputs 

The sheet Outputs shows the status of the relays. In this manual only the two onboard OUT1 and OUT2 

are described. 

 

 
 

Relay: 

Board: 

1 OUT1  Status relay 1, default FTC function 

2 OUT2  Status relay 2, default VdS/EN54-21 failure function 

 

Legend:  Green: restore/inactive 

   Red: active 

   Black: unknown or nit configured (disabled)   



  
 

 
 

 
            TSEC 3000 V1.08 uk    pag. 33  

9.4 Diagnose Event log 

The event log stores the activity of the TSEC 3000. The log covers reporting events to the monitoring 

centre and internal events. 

 

Ready   Green, TSEC 3000 is operational 

    Red, TSEC 3000 rebooting 

 

Event log  Green, log accessible 

    Red, log not available (during reboot) 

 

Report issues  the shown entry has a failure f.i. an event that could not be reported  

correctly 

 

Index   ascending sequence number 

Input/output  source of the event 

Event   type of the event 

Creation time  date and time of occurrence of the event  

Delivered  date and time of reception at the receiver and to which connection  

 

By clicking a line the details of the event is shown in the bottom part of the screen. In the figure below 

an external event form the POTS with SIA Nti14:00/RP and additional text is shown.  

 

  
 

The event log is read until the last reboot, to read further back simply scroll down or click the 

Page Down button on your keyboard.  

New messages are indicated on the Refresh button as (NEW xx). Pressing the Clear button erases 

the log on your screen, not in the TSEC 3000.   

 

With the Event log filter it is easy to select the events you are interested in like only the Reporting 

events of the Power supply or the GSM status of the System. 
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The Read and save button will read the entire event log and saves it into the Log folder. With 

the Import button a saved log can be read into ParamIt+ for further diagnoses. Telesignal 

support can ask for a log to investigate issues. 

 

  

9.5 Diagnose System log 

The system log offers real time information about the transmission paths and boot causes but also raw 

ESPA data when ESPA is connected. This is very helpful during the configuration of the ESPA triggers. 

The system log is often used by our support desk to analyse certain problems. 

 

 
 

10 Upgrade firmware 

This tab offers an easy upgrade of the TSEC 3000 firmware (dfu). If your PC is connected to the internet 

when starting the ParamIt+ software it will check directly if new dfu’s are available for download. New 

dfu versions are automatically stored in the DFU folder. After connecting to a TSEC 3000 over USB or 

remote a popup appears to install the new dfu.  

 

After selecting a dfu the detailed information about this dfu is shown on the right side of the screen.  

 

Click the Start Upgrade at the left of the screen and follow the instructions to upgrade the TSEC 3000 

to the latest version.  

 

After a successful upgrade ParamIt+ will ask you to confirm the new firmware. If no confirmation is 

entered within 12 minutes the TSEC 3000 will roll back to the previous version.  
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11 ParamIt+ update  

ParamIt+ checks for updates at every program start when the computer is connected to the 

internet. Updates are automatically downloaded and installed.  

 

De software is also downloadable via: 

 
http://download.telesignal.com 

 

Login 

Gebruikersnaam (username): telesignal 

Wachtwoord (password): support 

12 Support  

For technical information and support contact our support desk at + 31 (0)318-521111  

Open on working days from 08:30 until 17:00. Remote support is available with Teamviewer 

and Anydesk. An Anydesk session can be started by clicking the icon below.   
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13 Technical specifications 

This document describes the technical data of the TSEC 3000 in boxed 230 VAC version, boxed 12-24 VDC  
version and 12-24 VDC PCB version. 

 

Environmental class 
 
Environmental class    I 

 

Mechanical 
 

Dimensions 
Dimensions in H x W x D in mm 
Boxed  230 VAC version   290 x 260 x 100 
Boxed metal 12-24 VDC version  185 x 210 x 65 
Boxed plastic ABS 12-24 VDC version 185 x 145 52  
PCB 12-24 VDC version   160 x 110 x 28 or 165 x 134 x 28 
 

Weight 
Boxed  230 VAC version   5300 grams 
Boxed metal 12-24 VDC version  1300 grams 
Boxed plastic ABS 12-24 VDC version 350 grams 
PCB 12-24 VDC version   <140 grams, depending on options 
 

Conditions 
Operating temperature    5 – 40 ºC ( -20 - + 70 ºC design limit) 
Storage temperature    -40 - +85 ºC 
Humidity operating/storage/transport  20-90%RH non condensing/10-95%RH 
 

Power 
 
Power supply 

Power supply in volts 
Boxed  230 VAC version   90-264V AC  
Boxed metal/plastic 12-24 VDC version 12-28V DC (9-30V design limit) 
PCB 12-24 VDC version   12-28V DC (9-30V design limit) 
 

Fuses 
Mains      3,15 AT 5x20mm 
Battery     1.85 A Multi fuse (PTC, thermal) 
DC power     315 mAT  
 

Imax-min 
Imax a     750 mA 
Imax b     750 mA 
Imin      0 mA 

 
Power consumption 

Power consumption in W: 
Boxed  230 VAC version   1.5-35W 
Boxed metal/plastic12-24 VDC version/ 1W-1.5W +  
PCB 12-24 VDC version    GSM/LTE-M/GPRS: +10-100mW 
       LAN: +100mW 
       POTS: +1W 

Battery charger 
Boxed  230 VAC version   13.72V at 20ºC 
      100-1500mA configurable: 1/10C (=720mA with 7.2Ah batt.) 
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Battery  
Type      12 Volts 7,0 Ah 
Duration at mains trouble   48-72 hour 
      +POTS  24-36 hour 
Duration decline at 1 hour DSL aux power 4-12  hour 
Internal resistance with circuit   max. 0,5 Ohm 
Max. battery current at mains failure  1.85A / peak 4A 
 

Aux output power 
Voltage range     min. 9V    max. 24V 
Output power     18W max or 1.5A max, whichever is greater 
 

Inputs (Zones) 
 
Motherboard  

Analogue zones    8 
Digital zones     2 
 

Expansion board 
Analogue zones    16 
Maximum number of expansion boards  3 
 

Zone activation 
Motherboard  

Analogue zones activation delay 100 ms – 60 minutes  
   activation delay programmable  
    activation setting programmable: normally open 
         normally closed 
         single resistor 10 kΏ 
         double resistor 8k2 / 15kΏ 
         programmable 0-4V/10Ώ-320kΏ/0-20mA 
Digital zones activation delay 100 ms – 60 minutes 
   activation delay programmable  
    activation setting programmable normally open 
        normally closed 
 
Tamper switch activation delay 100 ms – 60 minutes 
   Activation setting   normally closed 
 

Expansion board  
Analogue zones activation delay 100ms 
    activation setting programmable normally open 
        normally closed 
        single resistor 10 kΏ 
        double resistor 8k2 / 15kΏ 

Outputs 
Motherboard  

Relay or O.C. outputs     2 
 

Activation  
Programmable    remote activation 

local alarm 
      positive or negative acknowledge 
      local trouble 
      normally open   
      normally closed 
 
Maximum switching power   O.C. 30V 500mA 
      Relay 220VDC/250VAC 60W/62.5VA resistive 
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Transmission path 
   Ethernet     10BASE-T/100BASE-TX, AutoNegotiation, Auto MDI-X 
      Cable RJ-45 CAT5 shielded  
   LTE-M/GPRS     Quad band 2G 
      LTE CAT-M 800 Mhz (band 20), 900  Mhz (band 8),  

1800 Mhz (band 3) 
      Cable: RG174 maximum length 10 meters 
Alarm transmission 

Number of connections   8 
IP format     TCP/UDP  over  IPV4 
Alarm format     SIA/SIA-DC9/CID-DC9/VdS2465 
Sequences     8 
Timers     8 

Alarm monitoring 
 

AC power     delay programmable 
Battery     alarm 12,00 < V 
      Restore 13,00 > V  
DC power     alarm 22,00 < V 
      restore 23,00 > V 
Aux power     alarm Param-It < V 
      Restore Param-It > V 
LAN/Ethernet port    local access 
LTE-M/GPRS     GSM registration, LTE-M/GPRS registration 
  
 

 


	1 General information
	De TSEC 3000 is an IP – LTE-M/GPRS alarm transmitter equipped with multiple transmission paths. The basic versions has a LAN-WAN ethernet port for open and closed networks. An optional GSM module offers a backup or primary transmission using LTE-M or ...
	1.1 Product indication

	The TSEC 3000E (-GP) 12-28 VDC basic version with ethernet port is also available with the factory installed GSM, ESPA and-or Dial capture modules:
	The TSEC 3000C (-GP) 90-260 VAC basic version with ethernet port is equipped with an integrated AC power supply, temperature controlled battery charger and programmable 18W AUX DC power output. The TSEC 3000 C is also available with the factory instal...
	2 Power supply
	3 IP Ethernet port
	4 IP LTE-M/GPRS module
	5 Alarm format
	5.1 EN 50136-1 monitoring of transmission paths

	6 Installation and terminals
	6.1 Installation
	6.1.1 E version
	6.1.2 C version

	6.2 Terminals power and communication
	6.3 Terminal inputs
	6.4 Terminal outputs
	6.5 USB
	6.6 Tamper switch
	6.7 Alarm panel dial capture (POTS)
	6.8 Input expander card
	6.9 ESPA

	7 LED indication
	8 Param-It+ configuration
	8.1 Connecting the TSEC 3000
	8.2 Password TSEC 3000
	8.3 Computer: Saving and reading a TSEC 3000 configuration
	8.4 TSEC 3000:  Reading a configuration
	8.5 Entering or altering a configuration
	8.6 Tab Modules

	 APN: Access Point, check LTE-M/GPRS provider
	 Username: Login name, check LTE-M/GPRS provider
	 Password: Login password, check LTE-M/GPRS provider
	 The TSEC 3000 uses DHCP to obtain IP settings.
	 The TSEC 3000 tries to obtain the preferred IP settings in DHCP mode. If these settings are not issued by the router it will use the through DHCP obtained IP settings.
	 Disable the DHCP box to enter manual IP settings.
	NTP (time servers)
	8.7     Tab Reporting
	8.8 Tab Encryption
	8.9  Tab Inputs
	8.9.1  Alarm inputs (8 analogue guarded inputs):


	The eight analogue guarded inputs are suitable to connect EN54-21, burglary, technical and temperature alarms. Per input several setting are available:
	 Type, dropbox options for electrical connection to the input :
	o Disabled, input is deactivated
	o Normally open, NO input activates on closing
	o Normally closed, NC input activates on opening
	o 10K guarded, single resistor 10KΩ is restored. Input activation on short and open
	o Double resistor guarded, 8K2 is restored, 23K2 is alarm, open or short triggers tamper alarm (EN54-21)
	o Siemens BMC N.O., configuration for normally open contact of Siemens fire panels
	o Siemens BMC N.C., configuration for normally closed contact of Siemens fire panels
	o Bosch BMC N.C. fire, configuration for normally closed contact of Bosch fire panels for fire alarms
	o Bosch BMC N.C. trouble, configuration forr normally closed contact of Bosch fire panels for trouble messages
	o PT1000 temp. Sensor, highly accurate temperature measurement in combination with Telesignal Temp Sensor board. Per sensor three alarm levels are available with hysteresis. Crossing the levels activates an alarm or restore. Temperature measurements c...
	o TDK 3950 temp. Sensor, low cost less accurate temperature measurement directly connected to the TSEC input. Per sensor three alarm levels are available with hysteresis. Crossing the levels activates an alarm or restore. Temperature measurements can ...
	o Analog value (mV), analogue measurement of 1-10V outputs used for specific projects, contact Telesignal for applications.
	o Light sensor, LUX measurement of 1-10V outputs used for specific projects, contact Telesignal for applications.
	 Delay, setting in hours:minutes:seconds. Reporting delay per input, when the input is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the input becomes active again w...
	 Sequence, dropbox for selection of the sequence for this input as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Alarm, dropbox voor selection of the SIA alarm type sent at activation of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of the avai...
	 Partition, entry for partition (area) number for the input.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.9.2  Aux inputs (2 digital inputs):

	The digital inputs are mostly used for internal triggers like a box tamper switch or test key switch.
	 Type, dropbox options for electrical connection to the input :
	o Disabled, input is deactivated
	o Normally open, NO input activates on closing
	o Normally closed, NC input activates on opening
	 Delay, setting in hours:minutes:seconds. Reporting delay per input, when the input is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the input becomes active again w...
	 Sequence, dropbox for selection of the sequence for this input as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Alarm, dropbox voor selection of the SIA alarm type sent at activation of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of the avai...
	 Partition, entry for partition (area) number for the input.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.9.3 Power (C versions):

	The TSEC 3000 C versions are equipped with an internal power supply. When a C version is selected or connected the power tab sheet is activated for the configuration of the parameters.
	 Input:
	o Power, AC supply 90-260 VAC 50/60Hz
	o Battery, backup power
	o Aux. output, programmable DC output
	o Temperature, DRP2 present and DRP2 charger error are not activated in this version, leave setting to Disabled.
	 Type, dropbox options for activation of the power monitoring:
	o Disabled, no monitoring
	o Enabled, monitoring active
	 Delay, setting in hours:minutes:seconds. Reporting delay per power source,
	when the power source is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the power source fails again within the delay time, no restore report is sent.
	 Sequence, dropbox for selection of the sequence for this power source as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Alarm, dropbox voor selection of the SIA alarm type sent at failure of the power source. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the power source. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of t...
	 Partition, entry for partition (area) number for the power source.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	DRP setting, configuration parameters for the internal power supply.
	 Auxiliary power maximum output 18W
	o Aux. voltage, programmable output 9 to 24VDC. At AC power failure the battery will take over the power for the AUX output including the voltage booster to keep the output voltage at the configured level. If a GSM backup is configured the AUX power o...
	o AUX. powers Ethernet-router or modem, ticking this box activates a mechanism that resets the AUX output power for 30 seconds when the communication through the ethernet port is in failure for more than 30 minutes. This will restart the router-modem ...
	 Battery setting
	o Capacity, the DRP2 power supply support batteries from 0,8Ah to 17Ah. The charger current and curve is set to the selected battery and is temperature controlled.
	8.9.4  Timers (test reports and poll monitoring:

	The eight internal timers can trigger poll monitoring messages, periodic test- and measurement-status reports. The poll monitoring supports the maximum reporting time classes according to EN50136-1 except SP1. Program the poll monitoring always to tim...
	 Timer setting, dropbox selection for:
	o Disabled, Timer is off
	o Enabled, Timer is set for periodic test- and measurement reports
	o Poll, Timer is activated for poll monitoring
	 Interval/Clock, interval time in hours:minutes:seconds. the poll interval for a 50136-1 class is automatically set after selection of the class in the Risc class setting field en shown with a green background colour.
	The interval for conventional test reports are set in the Advanced timer section. The interval is programmable over four tab sheets:
	Timed, interval shorter than one day
	Daily, interval shorter than one week
	Weekly, interval with week schedule
	Monthly, interval with monthly schedule
	Press the Apply button the store and activate the timer. At the right side the next timer occurrence is shown.
	 Sequence, dropbox for selection of the sequence for this timer report as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Event, dropbox voor type of timer message.
	o Automatic test, standard SIA RP or Contact ID 602 report
	o Manual test, SIA RX or Contact ID 602 report.
	o No reporting
	o Poll, setting for manual poll interval. Select <manual> (Specific timer setting) at the Risc class setting field.
	o Timed function, setting for periodic measurements. Set the interval time at the Advanced timers section and select the analogue inputs in the function column.
	o VdS test report, select this event when VdS 2465 format is used
	 Function, set only when timed function is selected.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.9.5  System:

	In the System Tab the configuration for the cover switch (C versions), the local transmission (GSM and Ethernet) paths monitoring and some system and options settings are programmed. Options are f.i. ESPA guarding. These option become visible when pre...
	Local monitoring GSM/LTE-M/GPRS checks:
	 PIN code OK
	 GSM registration OK
	 LTE-M/GPRS IP address obtained
	 Signal strength sufficient for reporting and maintaining registration
	 Physical connection with the network OK
	 Ethernet layers (MAC address , ARP) OK
	 IP address obtained
	 Input:
	o Cover, tamper switch on C version board
	o GSM IP, local GSM monitoring
	o Ethernet IP, local ethernet monitoring
	 Monitoring, dropbox options for activation of the monitoring:
	o Disabled, no monitoring
	o Enabled, monitoring active
	 Delay, setting in hours:minutes:seconds. Reporting delay per transmission path, when the transmission path is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the tran...
	Remark: set the delay for GSM to at least 2 minutes to avoid unnecessary alarms.
	 Sequence, dropbox for selection of the sequence for the system reports as configured in the Reporting tab sheet. If Clear is selected no reports are sent but the LED indication at failure is still present.
	 Alarm, dropbox voor selection of the SIA alarm type sent at failure of the system event. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	Fixed codes:
	o TA0301 cover tamper switch active
	o YS0009 GSM/LTE-M/GPRS failure )
	o YS0013 Ethernet failure
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the system event. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of t...
	Fixed codes:
	o TR0301 cover tamper switch restore
	o YK0009 GSM/LTE-M/GPRS restore
	o YK0013 Ethernet restore
	 Partition, entry for partition (area) number for the power source.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.9.6 Expander inputs (3 x 20 analogue guarded inputs):

	The modular architecture of the TSEC 3000 series offers several expander card options. The expander cards are connected to the I2C BUS and are guarded by the TSEC 3000. The configuration of the cards is integrated into the ParamIt+ tool. The input exp...
	Every card can be activated separately in the tab Expander. The TSEC 3000 monitors the communication to each card en can sent a status report if a cards fails. SIA ET for expander trouble and ER for expander restore.
	The 20 analogue guarded inputs are suitable to connect EN54-21, burglary, technical and temperature alarms. Per input several setting are available:
	 Type, dropbox options for electrical connection to the input :
	o Disabled, input is deactivated
	o Normally open, NO input activates on closing
	o Normally closed, NC input activates on opening
	o 10K guarded, single resistor 10KΩ is restored. Input activation on short and open
	o Double resistor guarded, 8K2 is restored, 23K2 is alarm, open or short triggers tamper alarm (EN54-21)
	o Siemens BMC N.O., configuration for normally open contact of Siemens fire panels
	o Siemens BMC N.C., configuration for normally closed contact of Siemens fire panels
	o Bosch BMC N.C. fire, configuration for normally closed contact of Bosch fire panels for fire alarms
	o Bosch BMC N.C. trouble, configuration forr normally closed contact of Bosch fire panels for trouble messages
	o PT1000 temp. Sensor, highly accurate temperature measurement in combination with Telesignal Temp Sensor board. Per sensor three alarm levels are available with hysteresis. Crossing the levels activates an alarm or restore. Temperature measurements c...
	o TDK 3950 temp. Sensor, low cost less accurate temperature measurement directly connected to the TSEC input. Per sensor three alarm levels are available with hysteresis. Crossing the levels activates an alarm or restore. Temperature measurements can ...
	o Analog value (mV), analogue measurement of 1-10V outputs used for specific projects, contact Telesignal for applications.
	o Light sensor, LUX measurement of 1-10V outputs used for specific projects, contact Telesignal for applications.
	 Delay, setting in hours:minutes:seconds. Reporting delay per input, when the input is restored within the delay time, no alarm report is sent. After activation the same delay time is used for the restore report. When the input becomes active again w...
	 Sequence, dropbox for selection of the sequence for this input as configured in the Reporting tab sheet. If Clear is selected no reports are sent.
	 Alarm, dropbox voor selection of the SIA alarm type sent at activation of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs.
	 Restore, dropbox voor selection of the SIA restore type sent at restore of the input. The corresponding SIA, CID or VdS 2465 code is shown in the line below the inputs. Select No reporting if a restore report is not needed. The selection of the avai...
	 Partition, entry for partition (area) number for the input.
	 Text, configurable text field for a maximum of 16 characters. The text is sent at every alarm and restore message if supported by the protocol. Enter only characters A-Z a-z and 0-9, no comma’s or international characters like ü, ö, ß etc.
	8.10 Outputs

	The TSEC 3000 is equipped with two onboard signal relays. The relay expander card is used for light switching and telemetric projects and not described in this manual.
	The two onboard relays OUT1 and OUT2 are configurable to three functions:
	 Fail to communicate, the output is activated if no acknowledgement is received from the receiver after the third attempt (not at test reports) and again deactivated at the next received acknowledgement. Normally this function is set to OUT1.
	 VdS, the output is activated if a failure occurs in the transmission paths, power supply or an internal board error. Use this function only for OUT2 in normally closed setting, the hardware is designed to activate the output even when the CPU stops.
	 Net failure, the output is activated at AC power loss.
	The option selection offers a normally closed output setting and a automatic deactivation at reset of the TSEC 3000. The remote controlled function is not available in these TSEC versions.
	Remark: after sending the parameters the TSEC 3000 will reboot and send the actual status of all programmed reports. During reboot the green LED flashes, depending on the configuration this can take up to two minutes. The bottom yellow LED flashes dur...
	9 Diagnose
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	9.1.4 Power
	9.1.5 POTS

	9.2  Diagnose inputs
	9.3  Diagnose Outputs
	9.4 Diagnose Event log

	The event log is read until the last reboot, to read further back simply scroll down or click the Page Down button on your keyboard.
	New messages are indicated on the Refresh button as (NEW xx). Pressing the Clear button erases the log on your screen, not in the TSEC 3000.
	With the Event log filter it is easy to select the events you are interested in like only the Reporting events of the Power supply or the GSM status of the System.
	The Read and save button will read the entire event log and saves it into the Log folder. With the Import button a saved log can be read into ParamIt+ for further diagnoses. Telesignal support can ask for a log to investigate issues.
	9.5 Diagnose System log

	10 Upgrade firmware
	11 ParamIt+ update
	ParamIt+ checks for updates at every program start when the computer is connected to the internet. Updates are automatically downloaded and installed.
	De software is also downloadable via:
	http://download.telesignal.com
	Login
	Gebruikersnaam (username): telesignal
	Wachtwoord (password): support
	12 Support
	For technical information and support contact our support desk at + 31 (0)318-521111
	Open on working days from 08:30 until 17:00. Remote support is available with Teamviewer and Anydesk. An Anydesk session can be started by clicking the icon below.
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